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1 The paper A Case For Open Radio Software gives a more detailed version of these comments, 

including additional information behind the motivation of these rules, and a larger overview of 
research projects that would be affected by the proposed rules. 
2 The views and opinions expressed herein are those of the author and do not necessarily reflect 

the views of KU Leuven, its affiliates, or its employees. 



1. Summary 

 The rules proposed by the Commission, which require device security for all radios that are 

controllable through software3, are too strict and broad. By explicitly mandating that only approved 

software can run on these devices, the Commission is risking to act outside the scope of its delegated 

authority. As stated in the American Library Association v. FCC case, which dealt with regulations 

regarding the broadcast flag, the Commission cannot exercise authority over devices when those devices 

are not in the process of receiving or transmitting signals.4 Since the software loaded on a radio generally 

performs more tasks than modulating or demodulating a signal, i.e., it performs several additional tasks 

after receiving or transmitting a signal, the Commission cannot exercise control over the full software 

package loaded into a radio. Additionally, the rules proposed by the Commission would harm research 

into wireless communications. In order to avoid these two pitfalls, a modified and improved device 

security rule is proposed, which only covers operations that directly influence reception or transmission 

of signals. The proposed modification is based on existing security rules for devices capable of operating 

in the U-NII bands.5 Hence adopting this modification may even simplify the distinction between non U-

NII and U-NII devices, as both would be covered by the same rule. 

2. Introduction 

In response to numerous cases where U-NII devices were intentionally interfering with Terminal 

Doppler Weather Radar systems,6 the Commission strengthened the device security rules of U-NII 

devices.5 This was understandable, as most interference issues with radars were caused by third parties 

                                   
3 See Amendment of Parts 0, 1, 2, 15 and 18 of the Commission’s Rules regarding Authorization 

of Radiofrequency Equipment, Notice of Proposed Rulemaking, 
ET Docket No. 15-170. 
4 See American Library Association v. FCC, 406 F.3d 689 (D.C. Cir. 2005). 
5 See Revision of Part 15 of the Commission's Rules to Permit Unlicensed National Information 
Infrastructure (U-NII) Devices in the 5 GHz Band, First Report And Order, ET Docket No. 13-49, 
29 FCC Rcd 4127. 
6 For example, see Skybeam Acquisition Corporation, Notice of Apparent Liability for Forfeiture 

and Order (27 FCC Rcd 11337), Utah Broadband, Notice of Apparent Liability for Forfeiture and 
Order (28 FCC Rcd 11604), and Directlink, LLC, Notice of Apparent Liability for Forfeiture and 
Order (28 FCC Rcd 37). A more complete list of examples can be found in ET Docket No. 13-49, 
29 FCC Rcd 4127. 



operating the device outside radio parameters for which the device was certified. More specifically, the 

Commission added the following rule (emphasis mine): 

 

Manufacturers must implement security features in any digitally modulated devices 

capable of operating in any of the U-NII bands, so that third parties are not able to 

reprogram the device to operate outside the parameters for which the device was certified . 

The software must prevent the user from operating the transmitter with operating 

frequencies, output power, modulation types or other radio frequency parameters outside 

those that were approved for the device. Manufacturers may use means including, but not 

limited to the use of a private network that allows only authenticated users to download 

software, electronic signatures in software or coding in hardware that is decoded by 

software to verify that new software can be legally loaded into a device to meet these 

requirements and must describe the methods in their application for equipment 

authorization. 

 

Note that the rule restricts itself only to radio parameters, i.e., to operations or configurations that 

directly impact the transmission or reception of signals. It does not claim authority over the full software 

package loaded on the radio. Indeed, only as an example does it list electronic software signatures as a 

possible method to meet the security rules. Manufacturers are still allowed to explore alternative means 

to meet this device security rule. For example, if a manufacturer constructs a hardware barrier that assures 

the radio can only operate using allowed radio parameters, the radio can run third party software without 

risk of violating this rule. 

 Recently the Commission released a Notice of Proposed Rulemaking (NPRM) that proposed 

security rules for any device whose radio operations where controllable through software.7 This was done 

by first updating the definition of Software Defined Radios (SDRs) to the following (emphasis mine): 

 

A radio that includes a transmitter in which the operating parameters of frequency range, 

modulation type or maximum output power (either radiated or conducted), or the 

circumstances under which the transmitter operates in accordance with Commission 

                                   
7 See Revision of Part 15 of the Commission's Rules to Permit Unlicensed National Information 

Infrastructure (U-NII) Devices in the 5 GHz Band, First Report And Order, ET Docket No. 13-49, 
29 FCC Rcd 4127. 



rules, can be altered by making a change in software without making any changes to 

hardware components that affect the radio frequency emissions. 

 

Previously a device only had to be treated as a Software Defined Radio (SDR) if the software of 

the device was explicitly designed or expected to be modified by a party other than the manufacturer. 

With this change, any device having software control over radio parameters or operations has to follow 

the existing device security rule of SDRs. This existing rule for SDR devices is (emphasis mine):8 

 

Manufacturers of any radio including certified modular transmitters which includes a 

software defined radio must take steps to ensure that only software that has been approved 

with a particular radio can be loaded into that radio. The software must not allow the 

installers or end-user to operate the transmitter with operating frequencies, output power, 

modulation types or other radio frequency parameters outside those that were approved. 

Manufacturers may use means including, but not limited to the use of a private network 

that allows only authenticated users to download software, electronic signatures in software 

or coding in hardware that is decoded by software to verify that new software can be legally 

loaded into a device to meet these requirements. 

 

While this rule may have been reasonable when it only covered devices that were explicitly 

designed and expected to be used as SDRs, the updated definition of an SDR drastically changes the 

impact of this rule. Now all radios that are controllable through software must only run approved 

software. In contrast, the previously mentioned U-NII device security rule limits itself only to protecting 

radio operations: it only mandates that third parties cannot operate the radio outside ranges it was certified 

for, and does not require that only approved software can run on the radio. 

Furthermore, it is unclear which parts of the system should only run approved software. Does 

only the software directly running on the radio (i.e., the firmware) have to be approved? Or do drivers 

also have to be approved? What about software packages such as DD-WRT? This depends on the precise 

definition of “radio”. However, ideally this definition should not matter. If the rules are modified to only 

cover and protect operations directly influencing transmission and reception of signals, and avoid 

requiring that only approved software is allowed, the precise definition of these terms becomes less 

important. Indeed, such a modification of the rule does not require that only approved software can run 

                                   
8 See 47 C.F.R. §2.1042(e) 



on the radio, since it allows manufacturers to explore alternative methods to assure third parties cannot 

operate the radio in an unauthorized manner.9 

3. No Authority Over Full Software Package 

Unlike for SDRs, the software loaded into a radio or device that is built for a specific purpose, 

generally performs more tasks than merely (de)modulating signals or controlling radio parameters. It 

also contains code to process incoming and outgoing frames, with as main goal to offload common tasks 

from the main host. Examples include calculating and verifying checksums, fragmenting and aggregating 

frames, detecting retransmitted frames as duplicates, dropping packets destined for other devices, etc. As 

a more specialized example, software for Wi-Fi radios are commonly also capable of collecting nearby 

SSIDs autonomously. All these operations are present in the same software which also controls radio 

parameters. It seems unreasonable for the Commission to claim authority over these non-RF operations 

by requiring that these operation can only be performed by approved software. Put differently, by 

updating the definition of SDRs, the Commission has, perhaps unknowingly, stepped outside its 

delegated authority, by mandating that the complete software package must be secured. 

This standpoint matches the ruling in American Library Association v. FCC.10 The case dealt 

with the broadcast flag, a feature to prevent unauthorized copying of digital media (emphasis mine): 

 

The broadcast flag [..] is a digital code embedded in a digital broadcasting stream, which 

prevents digital television reception equipment from redistributing digital broadcast content. 

The effectiveness of the broadcast flag regime is dependent on programming being flagged 

and on devices capable of receiving broadcast DTV signals (collectively “demodulator 

products”) being able to recognize and give effect to the flag. Under the rule, new 

demodulator products (e.g., televisions, computers, etc.) must include flag recognition 

technology. This technology, in combination with broadcasters' use of the flag, would 

prevent redistribution of broadcast programming. The broadcast flag does not have any 

impact on a DTV broadcast transmission. The flag’s only effect is to limit the capacity of 

receiver apparatus to redistribute broadcast content after a broadcast transmission is 

complete. 

                                   
9 See section Proposed Rule Modification of this comment. 
10 American Library Association v. FCC, 406 F.3d 689 (D.C. Cir. 2005) 



 

Essentially the broadcast flag rule required manufacturers to implement software assuring the 

flag was always respected. However, it was noted that this flag did not have an impact on reception or 

transmission itself. This fact proved essential in the final ruling (emphasis mine): 

 

[..] the agency’s general jurisdictional grant does not encompass the regulation of consumer 

electronics products that can be used for receipt of wire or radio communication when those 

devices are not engaged in the process of radio or wire transmission. 

 

Since a large part of the software running on modern radio devices does not directly impact radio 

or wire transmission, the Commission does not have authority over the complete software package 

running on these devices. In analogy to the American Library Association v. FCC ruling, it is 

unreasonable for the Commission to regulate all software loaded on a radio device (emphasis mine): 

 

In this case, all relevant materials concerning the FCC’s jurisdiction---including the words 

of the Communications Act of 1934, its legislative history, subsequent legislation, relevant 

case law, and Commission practice---confirm that the FCC has no authority to regulate 

consumer electronic devices that can be used for receipt of wire or radio communication 

when those devices are not engaged in the process of radio or wire transmission . 

 

Effectively the Commission has proposed rules (only allowing approved software) over 

functionality it does not have authority over (operations not involving receipt or transmission of radio or 

wire communication). As the broadcast flag case states:11 

 

In sum, we hold that, at most, the Commission only has general authority under Title I to 

regulate apparatus used for the receipt of radio or wire communication while those 

apparatus are engaged in communication. 

 

Hence the proposed rules lie outside the authority of the Commission. 

                                   
11 See American Library Association v. FCC, 406 F.3d 689 (D.C. Cir. 2005) 



4. Research Requiring Open Radio Software 

A significant amount of research projects rely on the ability to modify the software running on a 

radio. Indeed, even the author of this comment has done research where access to the software running 

on a radio was essential to perform the needed experiments.12 For an overview and description of other 

research works requiring such access, we refer to section 6 of the paper “A Case For Open Radio 

Software”.13 One important example is a project where the proposed device security rules would directly 

harm the project and its users. This project modifies closed source Broadcom Wi-Fi software so it 

forwards all already demodulated Wi-Fi frames to the host computer.14 The modified software can then 

be used by researchers in a mobile phone to easily monitor all nearby Wi-Fi traffic. Such monitor 

functionality is essential when assessing the security of a network, to investigate network problems, to 

understand and solve problems in custom implementations of communication schemes (i.e., custom 

network protocols), and so on. The rules currently proposed by the Commission would no longer allow 

these modifications, since only approved software can be run on the radio. This directly harms all 

researchers relying on the modified Broadcom software. 

More importantly, the modifications made to the Broadcom software, i.e., software running on 

the radio device, in no way impact radio operations, transmission, or reception of signals. Put differently, 

the modified operations take place after reception or transmission have occurred. This means that under 

the alternative security rule proposed in the next section, these modifications are allowed, while still 

assuring that third parties cannot operate the radio in an unauthorized manner. 

5. Proposed Rule Modification 

A modified proposal of the SDR software security rule15 is the following: 

 

Manufacturers of any radio including certified modular transmitters which includes a 

software defined radio must implement security features so that third parties are not able 

to operate the device outside radio parameters (operating frequencies, output power, 

                                   
12 M. Vanhoef and F. Piessens. Advanced Wi-Fi Attacks Using Commodity Hardware. ACSAC 2014. 
13 A Case For Open Radio Software, Mathy Vanhoef, 2015 
14 O. Ildis, Y. Ofir, and R. Feinstein. Wardriving from your pocket. REcon, 2013. 
15 See 47 C.F.R. §2.1042(e) 



modulation types, or other radio frequencies parameters) for which the device was 

certified. Manufacturers may use means including, but not limited to, hardware enforced 

limits on radio parameters when third party software is loaded, electronically signed 

configuration files which the hardware or radio can decode to verify that the device is 

authorized to use new radio parameter ranges for which the device was initially not 

certified. 

 

Note that this rule is similar to the existing rule for U-NII devices, in the sense that it does not 

require the complete software package to be protected, but only requires that the radio cannot be operated 

by third parties in an unauthorized manner. If this change is adopted, rules regarding the equipment 

authorization process16 do not have to be modified. The idea behind the proposed rule is that a hardware 

barrier limits radio parameters to authorized values only, i.e., to parameter ranges as specified in an FCC 

certification of the device. By supplying a small configuration file that is signed by the original 

manufacturer, it is possible to enable additional radio parameters. This allows the original manufacturer, 

possibly after going through a new FCC certification process, to unlock additional radio parameters (e.g., 

enabling a new channel) by specifying this in the configuration file, and then signing this file. A few 

remarks are in place: 

1. The proposed rule does not state that all software loaded on the device must be secured. Instead, 

it limits itself only to radio operations. Hence this rule is within authority of the Commission to 

propose and adopt. 

2. Third parties can modify the software with the assurance that the radio will only operate using 

authorized radio parameters. In other words, third parties can modify operations which are 

unrelated to transmission or reception of signals, but cannot influence the operation of the radio 

so it would operate using unauthorized radio parameters. 

3. The original manufacturer can include a signed configuration file to, for example, unlock 

additional channels or transmit powers. Note that this does not require signing the complete 

software package. Instead, the signature is created only over a small configuration file. If the 

signature is valid, the radio (hardware) can read the configuration file and unlock the specified 

radio parameters. Essentially the signature proves the device has been authorized by the FCC 

and/or manufacturer to operate under new radio parameters. Third parties cannot modify this 

configuration file since that would invalidate the signature. Hence, while third parties can always 

                                   
16 See 47 C.F.R. §2.1033(a)(4)(i) 



modify functionality unrelated to radio operations, they are unable to operate the radio in an 

unauthorized manner. 

 

To conclude, since third parties cannot create valid signatures, they can't unlock additional radio 

parameters. Only the original manufacturer can do this. It may also be worthwhile to consider whether 

part of the device security rules for U-NII devices can be simplified. Point one of rule 47 C.F.R. 

§2.1033(b)(13)17 is no longer needed if the proposed rule in this section will be adopted. Indeed, the 

proposed SDR rule in this section is actually based on the security rules for U-NII devices. 

 

6. Conclusion 

By relying on the American Library Association v. FCC ruling,18 a strong case can be made that the 

proposed rules by the Commission lie outside its authority. Additionally, the security rules proposed by 

the Commission would directly harm researchers, and make it impossible to carry out certain research 

experiments. Fortunately, the proposed rules can be modified so these issues are avoided, while still 

assuring that third parties cannot operate the radio in an unauthorized manner. 
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17 This concerns security features of U-NII devices so third parties cannot operate the device outside 

parameters for which the device was certified. 
18 See American Library Association v. FCC, 406 F.3d 689 (D.C. Cir. 2005) 


