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Provable Protection against Web Application
Vulnerabilities Related to Session Data
Dependencies
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Abstract— Web applications are widely adopted and their especially the case in web applications, since attackersreae

correct functioning is mission-critical for many businesses. At easily trigger specific implementation bugs because of fheno
the same time, web applications tend to be error-prone and znd reactive nature of web applications.

implementation vulnerabilities are readily and commonly ex- Thi [ n on ricular t f implementation
ploited by attackers. The design of countermeasures that deteor S paper focuses on one particular type o plementatio

prevent such vulnerabilities, or protect against their exploitation PUgs, namely run-time errors due to broken data dependencie
is an important research challenge for the fields of software in data-centered web applications. In a data-centeredcatiph,
engineering and security engineering. the different components of the application can indirestiare

In this paper, we focus on one specific type of implementation data through a shared data repository without actuallyasteng
vulnerability, namely broken dependencies on session data. This yith each other. This loose coupling adds extra flexibiliytte
vulnerability can lead to a variety of erroneous behavior at run software development and composition process, and is afed

time and can easily be triggered by a malicious user by applying ; . .
attack techniques such as forceful browsing. This paper shows in software engineering as a viable trade-off between data

how to guarantee the absence of run-time errors due to broken Sulation and efficient data sharing. For instance, web epfgtins

dependencies on session data in web applications. The proposedypically use indirect data sharing to store and retrieve ribn-

solution combines development-time program annotation, static persistent, server-side session state for each user.

\t/)erimatg)r; agd rurgnmg checking to provably protect against  op the downside, data dependencies in data-centered seftwa
roken data depencencies. compositions can easily break. A data-centered applicagicor-

We have developed a prototype implementation of our ap- . . - .
proach building on the JML annotation language and the existing "€Ctly composed if, at run time, each component is able teeret

static verification tool ESC/Java2, and we successfully applied our the data from the repository that it expects to find. Infrimgets
approach to a representative J2EE based e-commerce applicatio typically manifest themselves in unexpected exceptiortsusT
We show that the annotation overhead is very small, that the correct functioning of a component depends on the run-
the performance of the fully automatic static verification Is  time state of the shared repository during its executioncéi
acceptable, and that the performance overhead of the run-time ihaqe dependencies typically are hidden within a softwgstem
checking is limited. o . N
it is hard for a software composer to build web applications
Index Terms— Software/Program Verification, Security, Relia-  without breaking any of the hidden dependencies between the

bility, Data sharing, Web-based services, Web technologies. components and the shared data repository. This is a relevan
composition problem and typically leads to run-time errdisese
l. INTRODUCTION run-time errors can for instance be exploited in web apptioa

o ) ) _ by applying forceful browsing. The impact of the run-timeags
W EB applications are Wldely adopted in nqwadays “fedepends on the particular application, but possible carssrps
More and more individuals and organizations strongly,cjude the execution of unexpected application logiginfation
depend on their correct functioning, resulting in an insM@ |eakage due to bad error handling, broken data integrity..(e.
demand for reliability and security [1]. For instance, m&®m-  gioring null strings to the database back-end), skippirgezin-up
panies already incorporate e-commerce in their businesehto  .,qe (such as the code that closes database connectios)iwhi
increase their revenues. At the same time, web applicatems may lead to a Denial-of-Service, and many more. Morgove
to be error-prone, and are a welcome target for attackers@lugpe |oose coupling between components in indirect datarghar
their high accessibility and possible profit gain. circumvents several consistency checks of nowadays cerspil

NIST's national vulnerability database clearly shows an inegyiting in late detection of composition problems (i.erun
creasing number of vulnerabilities located in the appiicatayer. time instead of at compile time).

A similar tren_d stands out in_ the Web Ha_cking Incidents Dm The main contribution of this paper is that it shows how te for
(WHID). Design flaws and implementation bugs are two Imporr'nally guarantee that no data dependencies are broken irea giv

tant ro_ot causes for many vulnerab|I|_t|es in web_ appllcrmdr_hey web application. To do so, the presented approach only nesjui
potentially Ieaq to erroneous behawor at run time aqd undmr a limited annotation of the given application, and it apple
the overall reliability and security of a web applicatiorhid is combination of static and dynamic verification. The guazedt

Manuscript received February 23, 2007; revised July 107200 gbsence of rurll-tlme errors due to broken d(?lta (.jependeﬂslf.ﬂ.iﬂ'

L. Desmet, P. Verbaeten, W. Joosen, and F. Piessens are wibistriNet i & more reliable and secure web application. In addition, a
Research Group of the Department of Computer Science at theolieke  prototype implementation of the presented approach i$ baded
Universiteit Leuven (Belgium) on an existing verifier for Java and the prototype implemtama
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e-commerce application. ,--_‘1?3"1519999(_1?’.’9.-.'
The rest of this paper is structured as follows. Section II @

provides some background information on indirect dataisgan

web applications and some common composition problems due

to broken data dependencies. This concept is illustrateddre &

detail in the Duke’'s BookStorecase study, a representative e- repository

commerce web application (section Ill). Next, section [\fides 1’ \

the requirements for a solution to counter these compaositiob-

lems in a transparent and developer-friendly way. In sadfipwe [Comp) (Comp] [Compj

present our solution to detect and prevent composition|enad R U

in data-centered, reactive web applications. In section thié data dependency

design and implementation of our prototype is demonstratet Fig. 1.
illustrated with theDuke’s BookStoree-commerce application.
In addition, the results are presented in section VII. Negt-
tion VIII discusses the chosen trade-offs between the labi HTTp is a stateless, application-level request/resporateqpl
and the accuracy of the verification. In section IX, the pnés& 41 has been in use on the World Wide Web since 1990 [6]. Since
work is related to existing research in program verificaiord ¢ protocol is stateless, each request is processed indienity,
web _security and, finally, section X summarizes the contidms \yithout any knowledge of previous requests. To enable thieay
of this paper. user's session concept in web applications, the web apiglica
needs to add session management on top of the stateless HTTP
Il. PROBLEM STATEMENT layer. Different techniques exist to embed web requestsinvi
This section provides more detailed background infornmatiaiser session such as the use of cookies, URL rewriting orehidd
on indirect data sharing in web applications and some commtsm fields [7].
composition problems. After a short, general introduction Nowadays, most web applications use an underlying frame-
indirect data sharing in subsection II-A, the typical usashared work or web technology to facilitate the development and the
repository in web applications is described in subsectie®. In  deployment of the web application. Widespread technofosigh
addition, the erroneous behavior due to broken dependeigieas PHP, ASP.NET and JSP/Servlets support among others the
shortly discussed, as well as the adequacy of existing gcumanagement of user sessions. Next to tracking to which user
countermeasures to prevent malicious users to exploiethiegl session a web request belongs, these technologies alswgrov

Data dependencies in data-centered applications

of bugs. server-side state for each user session. While processingba
request, server-side web components can store non-petsist
A. Indirect Data Sharing user-specific data (e.g. a shopping cart in an e-commet&g-si

in a shared data repository bound to the user session. Otter w
components can then retrieve this data while processingefut
requests in the same user session.

Breaking data dependencies is a common risk in composing
data-centered applications, and likewise data-centewedd com-
positions are vulnerable to broken data dependencies wtitho

ditional support. Based on extensive experience in akver
;gta-centered applications, we identified two common tygfes

In the repository architectural style [2], a system cossidta
central data structure (representing the state of thersysiad a
set of separate components interacting with the central state.
This architectural style is quite common in software engiirey
as a viable trade-off between data encapsulation and etffidaa
sharing. For instance, indirect data sharing is adoptecwersal
component models and APIs such as JavaServlet contairlers

Pluggable Authentication Modules framework (PAM) [4] an composition mismatch: cases in which a data item is not alviail

JavaSpaces in Sun’s Jini [5]. ; : i
L . on the shared repository although a reading component &xjiec
The application is correctly composed with respect to then the repository during execution, and cases in which the of
indirect data sharing if, at run time, each component is ab?e P y 9 '

to retrieve the data from the repository that it expects td.fin" available data item does not correspond with the typeosage

S gthe reading component. Since the loose coupling in iotire
Thus, the correct functioning of a component depends on t ata sharing circumvents several consistency checks chdeys
run-time state of the shared repository during its exeautr 9 Y

rephrased, in applications with a shared data repositompligit compilers, these composition mismatches typically leaduto

semantical dependencies exist between components that ahat'me errors (e.gNullPointerExceptionsnd ClassCastExceptions

common data item on the shared repository. In Fig. 1, theiaitpl in Java-like Iangugges). This is a releva_mt compositiorbiero,
. . o .7 and although the impact of such a run-time error depends @n th
semantical dependencies within a data-centered appilicatie

L . . . particular web application, broken data dependencies ramide
explicitly shown, while the actual component interactigns. R . - .
the reliability and security of the web application. Potsib
the control flow) are abstracted.

consequences of such run-time errors include the execuafion
unexpected application logic, information leakage andi&lenf-
B. Session Sharing in Web Applications Service.

Web applications are server-side applications that areki Existing security solutions do not provide adequate suppor
by thin web clients (browsers), typically using the HypettTe to protect web applications against such implementatp@eific
Transport Protocol (HTTP). A user can navigate through a wélngs. Network security fails to effectively protect web Epp
application by clicking links or URLs in his browser, and tee ications against attackers [8]. Network firewalls such atefth
also able to supply input parameters by completing web formgacket filters typically operate on the network or transpeyer
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----- Malicious web traffic The Java Servlet technology is part of the J2EE specification
Legitimate web traffic]  and provides mechanisms for extending the functionalityaof

/\ /\ Web server and for accessing existing business systemd@i. J

Servlets are functional units of the web tier. A J2EE web
$) application is typically a collection of Java Serviets argd i
deployed in a servlet-based web container such as Tomoas$sJB
or WebSphere. Servlets can indirectly share data by meaas of
_ " shared data repository. In fact, five instances of shareskitpies
Web client Network  Web Application (o "= are provided to the servlet, each with a different accespesca
(browser) Firewall Firewall

data repository associated with the dynamic web page (Ih wi
the web request (2), with the user session (3), the web cofgx
and the application (5). We limit the illustration of dataashg by
only discussing sessions. Verification of broken data degecies

on the request level has been investigated in [13].

(e.g. granting access to a complete web application by alpiw  The Duke’s BookStoraveb application is an exemplary Java
TCP port 80 traffic), whereas web applications are typicallgerviet application that is bundled together with the J2EE 1
attacked on the application layer. To counter web appbaeati Tutorial [14]. This relatively small e-commerce applicaticon-
vulnerabilities, Web Application Firewalls (WAFs) opegain the sists of about 3500 lines of code, and implements the basic
application layer and analyze web requests between a bramnde functionality of a web shop by using Java Servlets. The core
the web server [9]. Often, WAFs are placed inline between tlgplication logic is supplied by 6 servlets and 1 filter:

browser and server (as displayed in Fig. 2), and enforcetireal a) BookStoreServlefThe BookStoreservlet returns the main
access control, based on application-level informatiarhsas the web page for the Duke’s Bookstore. From this start pageslink
requested URL, the supplied credentials and input paramatel are provided to browse the book catalog, or jump to the book
the user session’s history. details of a particular book (e.g. a book in promotion).

WAFs are applied to mitigate a range of vulnerabilities/ude b) BookDetailsServlet.The BookDetail servlet returns in-
ing vulnerabilities to forceful browsing. Forceful browsiis the formation about any book that is available from the boolestor
act of directly accessing web pages (URLs) without consitilemn Links are provided to the user to either add the book to the
for their context within an application session [10]. Bygiag shopping cart, or to look further into the book catalog.
intended application flow in a web application can generally ¢) CashierServlet:The Cashier servlet asks for the user's
lead to unauthorized access to resources or unexpected apfime and credit card number so that the user can buy the books
cation behavior [11]. Moreover, a malicious user will tygllg in his shopping cart. Payment information is sent to the Réce
apply forceful browsing to exploit implementation-spechiroken servlet.
data dependencies in data-centered web applications inra mo d) CatalogServlet: The Catalog servlet displays the book
or less controlled way. Therefore, WAFs that counter fmbefcatabg, and provides the possibility to add books to the’sise
browsing attacks are an important countermeasure to preveRopping cart or to buy the books in the shopping cart by
the exploitation of broken data dependencies. Accordinghé redirecting to the cashier servlet.

"Web Application Firewall Evaluation Criteria” [12], suchWAF e) ReceiptServietThe Receipt servlet processes the order
implementsthe strict request flow enforcementiterion. This py updating the book database inventory. Next, the sermiet-
criterion refers to the technique where a WAF monitors imhlial  jdates the user session.

user sessions and keeps track of the links already followed a  f) showcCartServietThe ShowCart servlet returns informa-
of the links that can be followed at any given time [12]. tion about the books in the user’s shopping cart.

An important drawback of WAFs is their limited coverage of gy OrderFilter: The Order filter provides server-side logging
protecting implementation-specific vulnerabilities. A WAIses s shopping orders, whenever tReceiptServieis called.
either a positive or negative security model as basis foBSEC The components share three data items on the shared session
decisions, and is configured manually by the administrat@ue repository: messages, cart and currency (table 1). The itata
tomatically by observing legitimate or malicious networkftic. messagess a ResourceBundland contains locale-specific ob-
Thus, WAFs are typically configured without a strong binding, s This data item is important for the internationaliza of
to the implementation of the web application they protead a the application and can be used by all components to display
because of this, there is no strong guarantee that a cordigufgessages in the user's preferred locale. Similarly, the damn
WAF actually mitigates all implementation-specific bugs ®f ¢ rency of the type Currency contains the users preferred
given web application. Therefore, additional support i®de®l ¢, rency. In addition, the data itewart of type ShoppingCart
to achieve stronger security guarantees in data-cente®l Wepresents the shopping cart of the user in the e-commerce

Fig. 2. Web Application Firewall infrastructure

application. application.
’ The components interact with the shared session repository
lll. CASE STUDY: THE DUKE'S BOOKSTOREAPPLICATION [isted in table |. The interactions are specified by a type.(e.

In this section, theDuke’s BookStorapplication illustrates in ResourceBund)e a string identifier (e.g. messages) and the type
more detail the typical use of shared data repositoriestarisg of interaction. The interaction types used are displayetdlite |.
session state in a servlet-based web application. In addithe We have chosen to use more fine-grained interactions than jus
case study will be used in sections V to VIl to illustrate andimple read and write operations to increase the accurdey. T
validate our solution. type def. read/writestands for a defensive read/write operation as
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TABLE |
INTERACTIONS WITH THE SHARED SESSION REPOSITORY IN THEOOKSTORE APPLICATION

Shared data items

ResourceBundle messages Currency currency

ShoppingCart cart

BookDetailsServlet read
BookStoreServlet def. read/write
ReceiptServlet read
CashierServlet read
CatalogServlet read
ShowCartServiet read
OrderFilter

cond. def. read/writg

def. read/write

def. read/write def. read/write

def. read/write def. read/write

cond. def. read/writg def. read/write
read read

shown in Fig. 3, i.e. the application can handle a null poiae

NullPointerExceptiordue to data repository interactions in a web

result of the read operation, and in that case the servie¢sstoapplication negatively affects the security of the appiaraand
a not null object of the expected type to the shared sessithrus should be prevented from happening.
repository. The labetond. means that the operation possibly Similarly, incompatibilities between the type of the datem

occurs, depending on an unspecified condition (e.g. theinoa-
state of the book database inventory).

Currency ¢ = (Currency) session . getAttribute ("currency”);
if (¢ ==null) {

¢ =new Currency();

session . setAttribute ("currency”, c);

}

Fig. 3. Example of a defensive read/write operation in BodkilEServlet

Session repository interactions are typically not spetiiiea
Servlet-based application and neither they are in this J@yii-
cation. Thus, the implicit assumptions of the developer ow A
servlet or filter should be used with respect to its inteadiwith
the shared session repository are neither articulated aitable

on the repository and the type expected by a retrieving corpid
result in ClassCastExceptionat run time. In Java-like data-
centered web application, existing static type checkingpatpile
time is merely circumvented, since retrievals from the sipoy
are done under th®bjecttype, and the retrieved object is then
downcasted to the expected type at run time.

Finally, the complexity of shared data dependencies inliteal
applications may not be underestimated. We have documented
the complexity of the GatorMail webmail application in [1%h
the in-depth dependency analysis of this medium-sizedvaodt
system, already more than 1350 interactions with the shdaéal
repository were identified without any form of documentatio

IV. REQUIREMENTS

The high-level goal of this research is to increase thebitiia
and security of data-centered web applications by reducing

in the source code. This makes correct deployment or s@&tWajme errors caused by broken data dependencies. We define the

evolution very hard without reanalyzing the complete sewade.

following desired composition property for indirect datsasng

Even in small e-commerce applications such as Duke’s Book data-centered web applications.

Store, the interactions with the shared session repositoppse
restrictions on the allowed client-server interactiontpcol. If

No broken data dependencies: )
No client request causes a data item to be read from the

for example a user session starts with any URL path other than
the / bookst or e starting point of the application (which is a
typical forceful browsing attack), the execution of anyvéer
ends up with aNullPointerExceptionevery servlet retrieves the

server-side, shared session repository before it actuzdly
been written. For each shared data read interaction, the
shared data item that already has been written to the shared
session repository is of the type that is expected by the read

messages data item from the shared repository and assurites in

execution that the retrieveldesourceBundlés not null. Another

operation.
In particular, this paper eliminates certain types of riamet

NullPointerExceptioroccurs in the Duke’s BookStore applicationerrors (such as alullPointerExceptioror a ClassCastExceptign
if the OrderFilter (according to the deployment information ofby giving a formal guarantee that the broken data dependencies

this application applied to thReceiptServlgtis called in a user’s

property is not violated in a given composition.

session before the cart and currency data items are stortbe to The composition property defines the correctness of thedoti

shared repository. Also notice the impact of software el@tuon
indirect sharing. For example, the latter problem does oglyur
if the OrderFilter is added to the application.

The impact of aNullPointerExceptionduring execution de-
pends on the particular application. Possible consegsénckide
the execution of unexpected application logic, inform@atieak-

age due to bad error handling, broken data integrity by rsgori

null strings to the database back-end, skipping of cleacage

data sharing in term of what is expected by a component wkeenev
it tries to read a data item from the shared repository. In
addition, it is also important to investigate the controirlof an
application, since the control flow determines which congris
are executed in which order, and hence also what shared data
interactions occur in what order.

Reducing certain types of run-time errors by formally warig
that a given composition does not violate the desired compos

(such as the code that closes database connections) whictiian property certainly improves the reliability of the seére
turn may lead to a Denial-of-Service, and many more. In tt@mposition, but in order to be really useful, the following
remainder of this paper we assume that the occurrence ofnteroperability and usability criteria are important asliv
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1) Interoperability: It is important that the proposed solutionthe client-server interactions are prefixes of thiended client-
is interoperable with the existing web infrastructure armksl server protocal Finally, run-time policy enforcement is used to
not interfere with other web security solutions. Optimallige guarantee that only web requests that are prefixes ahthaded
solution can be added to the infrastructure in a transpawayt client-server protocolre processed by the web application. By
and cooperates with other security countermeasures, dfetke combining these three verification steps, our solution essthe

2) Usability: In order to encourage wide adoption by develno broken data dependencipsoperty in a given application.
opers, we also identified two important usability chardstes We will now discuss each of the three steps in more detail in
for the solution: limited overhead and applicability to Irbfe  the following subsections.
applications.

a) Limited overhead:In order to be generally applicable
the introduced overhead for the software developer andvacdt
composer must be minimal, both in terms of additional waaklo N order to specify a component’s interactions with the star
and verification time. In addition, the solution must be ety Session repository, each web component is extended with an
understand for mainstream developers and software comgpos@PPropriate component contract. The contract is expressed
The less overhead and complexity the solution introdudes, t& Problem-specific contract language, which is easy to under
more likely that the proposed solution will actually be atbap ~Stand for application developers. The grammar of the pregos

b) Applicability to real-life applications:The applicability Problem-specific contract language is shown in Fig. S.
of the proposed solution may not be limited to toy examples, The problem-specific contract language expresses thea@ter
but the proposed solution must also be more generally aipéc tions with the repository in terms oéad, write andpossibly write
to larger, real-life applications. This includes amongenhthat Statements:
the proposed solution is scalable to larger software ptejand a) The read statementtists the component's expectations
that the solution is not limited to a specific choice of pragra @bout the repository state. To do so, the contract spectiies t
language or software framework. Instead a rather techgologXPected type for each relevant data item, and uses theNalpel

neutral solution is preferred, which then can be easily tatbp lable to indicate that the component can handle a null reference
in different software platforms. for that particular data item. The latter one reflects theedsife

reads as shown in Fig. 3.
b) The write statementexpresses the data items on the
shared session repository that will be altered into a ndh-nu
In this section we propose our solution: we specify a conmstance of the specified type by executing the component.
ponent’s interactions with the shared session repositody usse c) The possibly write statemenlists the data items on the
static and dynamic verification to guarantee that no clgamtser shared session repository that may be altered by execuimg t
interaction leads to violation of theo broken data dependenciescomponent. This statement defines that for each of the datesjt
property. Fig. 4 depicts an overview of our solution. At tleét | the write interactions results in a non-null instance ofgpecified
side of the figure the different artifacts of our applicatiare type, or that the particular data item is not altered at a@pehding
listed: next to the implementation, the deployment infaiora on unspecified conditions.
and the run-time web traffic are also used as input for our Notice the explicit distinction between write and possibfyte
verification process. statements. Write statements are subsumed in possible writ
The verification process consists of three steps. Firslg, tinteractions, but are semantically richer in describing gtate
interactions with the shared session repository are etplic of the shared data repository. A write statement clearlyrigss
specified in component contracts, and static verificationsisd the state of the data item after executing the componenttliae
to verify that each component implementation obeys itsreatt the data item will be altered to a non-null instance of theegiv
specification. Secondly, the broken data dependencipsoperty type), whereas a possible write statement gives less irafiom
is verified in each possible execution path within a usessiem. about the state of the data item. Moreover, every update ef th
To verify this property statically, an upper bound is defified shared session repository during the execution of the campgo
the client-server interactions, namely the#ended client-server is either covered by the write statement or the possiblyewrit
protocol Next, the property is verified under the assumption thatatement.

Application
implementation \
Server-side
Application |:“> Specification and

specification Verification

Deployment \

information |::>
Intended client- %

server protocol \> Run-time
un-ti

- Protocol

Run-time web % Enforcement

traffic

'A. Server-side Specification and Verification

V. OVERVIEW OF THE SOLUTION

Application-specific
Property
Verification

Fig. 4. Solution overview
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CONTRACT := SPECLINE

SPECLINE := SPECTAG ( READ$ WRITES | CONDITIONALWRITES)
SPECTAG :='//spec:’

READS := 'reads ' READOBJECTSET ' from session;’
READOBJECTSET :={" (READOBJECT,} READOBJECT ¥}’
READOBJECT := ( 'Nullable<’ TYPE >’ NAME | TYPE NAME )
WRITES := 'writes ' WRITEOBJECTSET ’ on session;’
WRITEOBJECTSET :={ (WRITEOBJECT,} WRITEOBJECT }
WRITEOBJECT := TYPE NAME

CONDITIONALWRITES := 'possibly’ WRITES

TYPE := IDENTIFIER

NAME := IDENTIFIER

Fig. 5. EBNF notation of the problem-specific contract larga

Il spec: reads{ResourceBundle messages, Nullat&hoppingCart cart, Nullable<Currency> currency; from session;
/I spec: writes {ShoppingCart caft on session;
Il spec: possibly writes{Currency currency on session;

Fig. 6. Problem-specific specification of ShowCartServlet

For instance, Fig. 6, shows such a problem-specific contfactdifferent representations of the intended protocol for Enke'’s
the ShowCartServletwhich is a straightforward mapping of theBookStore application. Note that in web applications thetquol

following shared data interactions. can be interrupted at any time, e.g. if a web user stops suding
the given web application or closes the browser. This iscigid
ShowCartServlet: by nil in the EBNF notation, and with dashed lines in the labeled

ResourceBundle messages (read) ;
ShoppingCart cart (def. read/write) state machine. . . ) )
Currency currency (cond. def. read/write) In order to statically verify that any prefix of thmtended

client-server protocoldoes not violate the desired application

The read interaction for the messages data item is translat@goperty, the intended protocol is verified in combinatiathvthe
in a read statement in the problem-specific contract (data it component contracts and the given deployment informatiom
messagesn line 1 of Fig. 6). Thedef. read/writeinteraction is J2EE web application for example, the web deployment detsuri
translated in a combination of lullable-labeled read statementcontains among others the mapping between URLs and serviets
and a write statement (data iterart in line 1 and 2 of Fig. 6). as well the servlets on which filters are applied.

Similarly, the cond. def. read/writénteraction is translated in a To verify the desired application property, it is importahat
combination of aNullable-labeled read statement and a possiblgomponent contracts precisely describe the interactidtis tive
write statement (data itemurrencyin line 1 and 3 of Fig. 6).  shared repository. In case of too generic contracts (e.pifo-

The formal semantics of these contracts are given by a traggammer does not take time to adequately identify the intienas
lation into the Java Modeling Language (JML) [16]. We brieflyor tries to shortcut the annotation process by annotatiregyev
discuss this translation in subsection VI-A. interaction aspossibly writg, the second verification step will

Given the component contracts for each component, statiot succeed for certain legitimate client-server protscahd as
verification is used to verify that a component’s impleméaota a result the overall verification process will fail.
obeys its contract, i.e. that only the read and write intévas
happen that are specified in the contract.

Notice that in case of a mismatch between the provided contr&. Run-time Protocol Enforcement
and the component implementation, this first static vetifice

step will fail to verify the compliance and as a result therale ~ Finally, since theno broken data dependenciggoperty is
verification process will fail. verified under the assumption that all web requests obey the

intended client-server protocolthis assumption needs to be
enforced at run-time. This can done by loading the protocol
specification into a supporting WAF or extending the appiica
Theno broken data dependencipsoperty is verified by check- with an appropriate filter. As a result, only prefixes of thiended
ing all possible execution paths in a user’'s session. Tdw#re client-server protocolare allowed to be processed by the web
property statically, an upper bound is defined for the clgetwver application.
interactions, namely thentended client-server protocoTl his is
an upper bound for the non-deterministic interactions betw
client and server, and includes all valid client-serveeiattions VI. DESIGN AND PROTOTYPE
that may occur in the application under normal circumstance
The intended client-server protocol can be expressed inuar In this section, we describe the design and implementatfon o
ways such as a regular expression, an EBNF notation or aelhbebur prototype and discuss how it can be used to secure theDuke
state transition system. For example, Figs. 7 and 8 are tBookStore web application.

B. Application-specific Property Verification
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PROTOCOL := /bookstore +SERVLET _A x + RECEIPT

RECEIPT := ( SERVLET B + SERVLET =« + orderfilter + /bookreceipt ) nil
SERVLET := SERVLET A | SERVLET B

SERVLET _A := /bookstore| /bookdetails| /bookshowcarf /banner| nil
SERVLET _B := /bookcatalog /bookcashier

Fig. 7. EBNF notation of the client-server protocol

N

-~
Srderfilt
Jo6okcatalog m /N‘
“ Ibookcashier /

® V2 /bookstore /bookreceipt *
/bookdetails
O OO
~ /bookdetails Jbookcatalog e

AN /bookshowcart /bookcashier -

- ~
~~ Ibanner /banner —

Fig. 8. Client/server interaction protocol

package servlets ;

public class ShowCartServleextends HttpServlet {
/I IML contract:
Il @ also
/l @ requires request != null;
Il @ requires response !'= null;
/l @ requires request . session != null;
Il @ requires request . session .currency instanceof Currghcyequest. session .currency == null;
/l @ requires request . session .messages instanceof ResoutéeBun
/l @ requires request . session . cart instanceof Shopping{arequest. session .cart == null;
/l @ ensures request. session . cart instanceof ShoppingCart;
/l @ ensures request. session .currency instanceof Currgngpld(request. session .currency) == request. session . cuyrenc
/I @ modifies request . session . cart;
/l @ modifies request . session . currency;
public void doGet(HttpServletRequest request, HttpServietResponse re3pitmees ServietException, IOException;

Fig. 9. Contract for shared session repository interasti@howCartServlet.spec)

A. Server-side Specification and Verification b) Write statements:Write statements in the problem-
specific component contracts are translated ireasuresclause

In order to use existing verifiers to check if the implemeintat specifying that after execution the given data item is of the
of a component adheres to its contract, the problem-spexific expected type. Line 12 of Fig. 9 specifies for example that the
tracts are translated into the Java Modeling Language (JW8]) method ensures that after execution the data it@m on the
For instance, the JML contract in Fig. 9 expresses the icieres shared session repository will be a non-n8hoppingCart In
between theshowCartServlet and the shared session repositorydmidition, the JML contract also explicitly expresses thantfe
terms of pre- and post-state of the repository. condition of the method , i.e. what part of the session state a

In our prototype, the problem-specific component contrants method is allowed to modify. This is done by addingnadifies
translated automatically in JML contracts, and the traimieool ~clause for each written data item (e.g. data iteant in line 14
can be downloaded from the paper’s accompanying websife [19f Fig. 9).

The rationale for the translation is as follows: c) Possibly write statementsPossibly write statements in
a) Read statementfRead statements in the problem-specifithe problem-specific component contracts are translateenin

component contracts are translated into the preconditianthe ensuresclause specifying that after execution the given data item
given data item is of the expected type. For instance, line i® of the expected type or that the given data item remains
of Fig. 9 specifies that the method requires that the data itemchanged while executing the method (line 13 of Fig. 9). In
messagesn the shared session repository is a non-null instanaddition, a frame condition is added for each data item that i
of ResourceBundle possibly written by executing the method. For instances %

In case the read statement is labeled Witilable, the require- of Fig. 9 expresses that the method may alter the sharedtdata i
ment on the data item is relaxed to either be a non-null itgtarCUrrency
of the expected type or to be the null reference (e.g. line 9 ofFinally, notice the use of th@sokeyword in the JML contracts.
Fig. 9). The ShowCartServlegxtends theHttpServlet and by doing so it
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inherits the public method specification of tli®Get method. | packagejavax. servlet . http ;
To refine the specification of an overridden method (e.g.
weakening preconditions or by strengthening postconui)io
the specification in JML starts with thalso keyword, which

b
|dyublic interface HttpSession{
/l @ public ghost Object cart;
/l @ public ghost Object currency;

combines the specifications of the supertype and the sutype /l @ public ghost Object messages:
ilarly, the alsokeyword can also be used in regular specification|to

combine different specification blocks into a nested spetifin. Il @ requires false ;

More information about the desugaring aso combinationsn /@ also

JML can be found in [18]. /l @ requires name == "cart”,

. . his . == value;
Since thedoGetmethod of theHttpServietdoes not provide Zg :annos;;;ss ttr:iss .C(?;rt. value,

common behavior for all the inheriting servlets, the supgsst /| @ also

method is annotated with the strongest possible preconditie. I/l @ requires name == "currency”;
the requires falsepragma. In this way, all inheriting servlets are /@ ensures this..currency == value;
able to weaken this precondition conform the Liskov substin Z% fT;Od'f'eS this . currency;

rinciple. Note that this design decision prohibits polyptic also
P P g P polypio /l @ requires name == "messages”;

use. This was not an issue in the prototype implementationes /@ ensures this .messages == value;

we did not encounter polymorphic use of tHitpServletobjects /l @ modifies this .messages; ’

in the different servlet implementations or the applicatspecific public void setAttribute (String name, Object value);

check method.
In the remainder of the paper we have chosen to show |the // @ requires false ;

translated JML contracts since JML is a fairly well-knowmeo| /@ also

. . /l @ requires name == "cart”;
tract language. One of the main advantages of JML is the large /@ ensures, result == this. cart;

amount of tool support that is available [19]. Tools are kamdé /l @ modifies\nothing;

for run-time contract checking, test generation, statidfieation /| @ also

and inference of specifications. A variety of static verifiza /l @ requires name == "currency”;
tools is available that make different trade-offs in vedfion Il @ ensures, result == this. currency;
power and need for user interaction. /I @ modifies\nothing;

In our prototype, we have chosen to use the ESC/Java2 veri- Il@ also e
/l @ requires name == "messages”;

fier [2_0]. The_ main advantage pf this verif?gr i; that it reqgino /l @ ensures, result == this. messages:

user interaction. On the downside, the verifier is far froormptete /l @ modifies\nothing;

and has some known sources of unsoundness [21]. In sectibn VI public /*@ pure @/ Object getAttribute ( String name);

we will discuss how this impacts on our prototype.
To check the compliance of the component implementatjon // @ requires false; ,

with ESC/Java2, the specification of the shared repositery j Public void removeAttribute (String name);

generated (Fig. 10). Herebgxplicit JML pragmasprovide a ;

mapping between ghost fieldand the state of a specific data

item in the hashtable since the current version of the ES&2Ja Fig- 10.  JML contract of the session repository (HttpSessjzec)

tool does not support reasoning about hashtable indirectibhis

mapping allows us to express the state of the data reposito

r . . -
in a component’s contract in terms of the object fields rathgpyn (even without checkm_g the cqmponentfmdmescl_a_u ses),
than hashtable indirections. and allows us to still reasooua "Ce the state change will also violate the preconditiorihef

the repository state without losing the verification powdr Ocomponent-specifisetAttributeannotation of the shared reposi-

ESC/Java2.
In order to reduce the verification complexity and the ovathe

The full component contracts of the Duke’s BookStore valida
tion experiment (both in the problem-specific contract leage

of instrumenting all library calls, we use a pragmatic fragi ) .
9 y brag o nd in JML), the contract translation tool and generatof foo

approach to verify if a component’s implementation obeys i he component-specific renository specification can be doom
contract. Instead of letting ESC/Java2 verify thedifiesclauses, p’ pecilic reposttory specilicatl
the paper’'s accompanying website [17].

we use a component-specific specification of the sessiors+epo
itory, in which we constrain the allowed write operationsthe
actual write interactions that the component claims to himves B. Application-specific Property Verification
modifiesclauses. A server-side check method is automatically generated from
Fig. 11 is an example of such a component-specific annotae intended client-server protocol, to statically verthat no
tion to use with theShowCartServletthe precondition of the client-server interaction violates tm® broken data dependencies
setAttributemethod states that only write operations are allowggtoperty. This check method simulates the intended protinco
for the cart and currencydata item. In contrast to the completea server-side method body, in which every web interaction is
specification of the session repository (Fig. 10), thessagedata translated into a method call to the appropriate requesigssing
item may not be modified by thBhowCartServlet component (if needed preceded by one or more filters). In
In case the component’s implementation triggers an unpéci addition, reactive or non-deterministic behavior is tfates by
state change in the shared data repository, the verificaifon applying thgava.util. Randontlass, if-then-else branches, switch-
the component with ESC/Java2 will detect this contractariol cases and while-loops. The protocol-simulating check oeefor
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Il @ requires request != null;
Il @ requires request . session .messages == null && request.sessiot == null && request.session . currency == null;
public void protocolCheck(HttpServletRequest request, HttpServietRespospense]
try {
Random random sew Random();
bookstore .doGet(request, response);
while(random.nextBoolean())
int randomint = random.nextint ();
switch(randomint)
case 0: showecart.doGet(request, responséeak;
case 1. banner.doGet(request, responséjeak;
case 2. bookstore.doGet(request, responséneak;
case 3. bookdetail .doGet(request, responséjeak;
default: break;

}

if (random.nextBoolean())
switch(random. nextint ()
case 0: cashier .doGet(request, responséjeak;
default: catalog .doGet(request, responsdjeak;

while(random.nextBoolean())
switch(random. nextint ()

case 0: showcart.doGet(request, responséjeak;
case l: catalog .doGet(request, responsdjeak;
case 2: cashier .doGet(request, responséjeak;
case 3: bookstore.doGet(request, responsérneak;
case 4: bookdetail .doGet(request, responséjeak;
case 5: banner.doGet(request, responséijeak;
default: break;

}

orderFilter . doFilter (request, responselll );
receipt .doPost(request, response);

}

catch(Exception e){ e. printStackTrace ();}

}

Fig. 12. Protocol-simulating check method to be verified by Ba@2

the Duke’s BookStore application is listed in Fig. 12. of the service(ServletRequest request, ServletResponse segpon
The application-specific property verification is then reetll method in a J2EE web application, a chain of deployed filters i

to statically verifying the implementation of the check hed always applied to the request.

with ESC/Java2. Compliance to a component’s assumptiohen t

shared session state is verified implicitly because statidiers At deployment time, our enforcement engine is loaded with an

such as ESC/Java2 check that the preconditions are fulfiled object-oriented instantiation of the labeled state ttiorsisystem

each method that is called. Since the static verifier verdigs (Fig. 13). For each user session the current state is stanedfor

possible execution paths in the check method nihéroken data each incoming web request, the enforcement engine verifas t

dependenciegroperty is verified for all transitions of thetended  the transition is allowed and the current state is updatéat&¢he

client-server protocobnd for all its prefixes.

For the application-specific protocol verification, ES@AIare-
lies on the explicit framing conditions of the different cpament
contracts, in combination with the full specification of tsieared
session repository from Fig. 10.

C. Run-time Protocol Enforcement

request is dispatched to the servlet. In case of a protootation,
a pluggable strategy is consulted, defining the action thatilsl
be taken ranging from blocking access to the originator'oiP
invalidating the user’s session to just logging the accasaton.

The proposed property verification assumes sequentiaépsec

Since the static verification step requires that the prdtato ing of requests within a user’s session. In order to guaeatite

run time adheres to the intended client-server protocaolstime

absence of broken data dependencies in a multi-threadedrser

enforcement is needed to ensure that only requests confeem e¢nvironment, the run-time protocol enforcement of our qngie

intended protocol are processed by the application.

uses coarse-grained locking on the useftgpSessiorobject. By

As a proof of concept, we embedded a lightweight run-timéoing so, all requests belonging to one session are pratesse

enforcement engine in our web application container byaitisg

sequentially, while the server still can process multiggessons

a custom J2EE Filter. Before a servlet is invoked by meairs parallel.
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packagejavax. servlet . http ; B. Static Verification Performance

public interface HttpSession{ To e\(glua_te th_e performance of the static verification pgsce
/l @ public ghost Object cart; the verification time is measured. The performance test® wer
/l @ public ghost Object currency; run on a Pentium Mobile (1.4GHz) with 512MB RAM, run-
/l @ public ghost Object messages; ning Debian Linux, while using Java 1.4, ESC/Java2 2.0a9

) and Simplify 1.5.4. Table 1l shows the performance resufts o
Il @ requires false ; verifying the implementation compliance. Notice that thenc
Z@ also g trol flow complexity of theShowCartServleand CatalogServiet
@ requires name == "cart”; .

/I @ ensures this . cart == value: components exceeded the verification power of ESC/Java2 and
// @ modifies this . cart; the underlying theorem prover Simplify, so that we had tatspl
Il @ also up the doGet method for both components in order to get them
/l @ requires name == "currency”; verified.
/I'@ ensures this . currency == value; The verification of the protocol-simulating check method-su

/l @ modifies this . currency;

public void setAttribute (String name, Object value); ceeded smoothly in about 13.5 seconds.

Il @ requires false ; C. Run-time Enforcement Overhead

If@ also o To estimate the overhead of the run-time flow enforcement, we
Il @ requires name == "cart” ran the following experiment on the BookStore applicaticithw

Zg ﬁqnosduh[iees;\rre]zcs):mn;_: this. cart; and without our enforcement filter. We sequentially simedat

/@ also 1000 different visitors, in which each user’s protocol detesi of

/| @ requires name == "currency”; 6 web requests and 2 % of the visitors applied forceful brogisi

/l @ ensures\ result == this.currency; For the experiment, the BookStore application has beerogegl

/Il @ modifies\nothing; on the Sun Java System Application Server Platform Editi@n 8

If@ also i i We ran 40 simulations, alternating the bookstore with and

Z@ requires name == messages;, without run-time protocol enforcement. The processingetiaf

@ ensures result == this. messages; . . ) . .

/l @ modifies\nothing: _these 1_10 S|mulat|qns are shown in Fig. _14. We_ noticed an

public /+@ pure @/ Object getAttribute (String name); increasing processing time because of the increasing nuoibe
open sessions on the server. In this experiment, we measured

/I @ requires false ; worst-case run-time overhead of 5.4 %, although the average r

public void removeAttribute (String name); time overhead is much lower.

150

T T T T

" With WAF run-time filter —=—
Without WAF run-time filter ---o-- /..

Fig. 11. Component-specific specification of the repositbiygSession.spec
for ShowCartServlet)

HttpSession

1 -currentState

*

ProtocolStateMachine -startState State

nextState

Fig. 13. Class diagram of the run-time enforcement engine

80 ! ! ! ! ! ! !

VIl. EXPERIMENTAL RESULTS 0 5 10 15 20 25 30 35 40

We successfully applled.the propgsed SOluuo,n to verify tn—qg. 14. Results of the overhead measurement experiment
no broken data dependencipsoperty in the Duke’'s BookStore

web application. We used this validation experiment to maeas
the annotation cost, the verification performance and thetime
overhead of the proposed solution.

The validation experiment in the Duke’s BookStore appiarat
showed that the proposed solution is applicable to realvieb
applications. The problem-specific contracts led to a saratio-
) tation overhead , and an acceptable verification performaras
A. Annotation Overhead achieved thanks to the modular verification. By combinirafist

As a quantification of annotation overhead, a specificafioe | and dynamic verification, the run-time overhead was alsdéiin
count is performed on the annotated components. At mose4 lin  Moreover, similar experiments to specify and verify shatath
of specification per component are used to express the dtitena  interactions on the request scope show that this type oftation
with the shared session repository. In addition, thanksh® tand verification easily scales to larger web application.[13
pragmatic framing no library calls need to be instrumenied t In addition, the proposed solution is interoperable wite th
verify the different components. existing web infrastructure and does not interfere witheotiveb
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TABLE I
VERIFICATION PERFORMANCE

Component Verif. Code Component Verif. Code

time lines time lines
BookDetailsServlef] 55.489 s 74 OrderFilter 21510 s 61
BookStoreServlet 19.085 s 61 CashierServlet| 68.699 s 60
ReceiptServlet 6.443 s 65 CatalogServlet 6.380 + 222.301 5§ 123
ShowCartServlet | 6.258 + 240.634 § 157

security solutions. Moreover, the proposed solution iseaiol We will shortly discuss how this did impact our verification
leverage the power of existing Web Application Firewalls byprocess.

providing formal techniques to prove the absence of brolaa d a) Limited reasoning about hashtable indirection®ne of
dependencies in a given WAF protocol enforcement configurdee problems that we were confronted with in our prototyps wa
tion. This partially counters an important drawback of ndeis the poor support of the ESC/Java2 tool to reason about hdshta
WAFs, that have a limited coverage in protecting implemtoia  indirections. We were forced to circumvent this lack of sonpp

specific vulnerabilities. by introducing ghost variables and verbose specificatidrthie
shared repository. This is a temporary problem and futursimes
VIIl. DISCUSSION of the tool are expected to incorporate better hashtablpastp

In this paper, the required usability characteristic hasnban b) Default framing: When reasoning about a call to a

important driver for the solution, and therefore, we detittely routine, ESC/Java2 assumes that the routine only modiftes it
chose a developer-centric point of view. This developerrie —Specified modification targets (as given in modifies pragnas)
point of view significantly influenced the proposed solutiom ~defined in JML, ESC/Java2 has a default for missing modifies
every step of the solution, we aimed to achieve the rightetragclauses (i.emodifies\everything to unhide unexpected changes
off between the accuracy and power of formal verification o t to variables caused by calling a routine. However, logice@son
one hand’ and limited overhead for the deve|0per and Compogbout routine bodies that contain these modifies clausesdtas
and applicability to real-life software applications oretbther Yetbeenimplemented in ESC/Java2. As a result, methodsutith
hand. In this Section, we first discuss the most importamiet.ra explicit modifies clauses can be verified since the defaalné

off decisions of our prototype in more detail. Next, we hight ~condition includes everything. But, the current implenagion
opportunities to further improve the usabi"ty of the prepd of ESC/Java2 does not take this default frame condition into

solution. account when such methods are called, resulting in an udsoun
1) Problem-specific annotations and pragmatic framirge Verification.
used a problem-specific annotation language to significastl In our prototype, we annotated every method that updates the

duce the annotation overhead for the developer. Howevir, tehared repository with an appropriate framing conditiondBing
partial specification also implied that, as a consequerice, $0,we prevented that calls to methods without a framing itiond
framing conditions of the different components were piytia could break data dependencies without being detected.
specified as well, and that the traditional framing verifmatvas c) Loops: To avoid the need for loop invariants, ESC/Java2
not feasible in such scenarios. implements an approximative and possibly unsound verifinat
In this paper, we used a pragmatic framing approach to ortf loops. Since the influence of loop bodies on the state of the
verify state changes on the shared data repository. Sirwar otrepository is typically limited, this did not impact our Vication
state changes were neglected on purpose, this framing agproof Duke’s BookStore. In fact, inferring loop invariants aibdhe
only guaranteed correct framing regarding to state chawnges state of the repository seems feasible and is an intereigimgfor
the shared session repository. Although such a pragmaticifig future work. With inferred loop invariants, this potentisburce
is not applicable for general verification purposes, thiriing of unsoundness could be removed completely.
approach was sulfficient for our verification process sincever d) Unsound pragmasESC/Java2 allows users to introduce
only interested in the component’s interactions with thared assumptions into the verification process by using unsouag-p
repository. mas such as assume. When these assumptions are invalid, the
In fact, the pragmatic framing approach was an interestingrification is unsound. In the Duke’'s BookStore appliaatio
enabler for our approach. Thanks to the pragmatic framirg, we needed to instrument some of the components with assume
were able to verify partially specified components, i.e. vidyo pragmas to assist the verifier in the verification processg, e.
specified the parts of the contract that we were actuallyested by supplying type information while iterating ovéollections
in (namely the interactions with the shared repository)céise Notice that these annotations are needed because the lack of
we would have applied traditional framing, we would also hadenerics in Java 1.4, and are not necessary in later versions
to specify every state change that occurred in the apmicdiy Java.
executing a component’s method, as well as to annotate evenAll these issues are limitations of the current tool, and ban
called library method with its appropriate frame condition expected to disappear with improved technology for Javgrara
2) Use of ESC/Java2in our prototype, we have chosen to useerification. Our experience with this experiment shows shate-
the ESC/Java?2 verifier. The main advantage of this verifiemas of-the-art program verification technology is already usé&fday
it requires no user interaction. On the downside, the veiigiéar and further improvements to the technology will furtherresse
from complete and has some known sources of unsoundness [#13t usefulness.
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To valorize this research in a concrete developer’s tod, tlnteractions between components and the non-persisienvers
balance between usability and accuracy would probably ski#h side state.
further in favor for the developer and composer in severgpst We combine in our solution static and dynamic verification to
of the solution: reduce the run-time enforcement overhead. The idea of congpi

1) Problem-specific annotation and contract verificatiofo — static and dynamic verification is not new, and is for inseanc
reduce the annotation overhead for the software develdper, already adopted by Yao-Wen Huaegal. in securing web appli-
problem-specific annotation of a component can be inferredtion against web vulnerabilities caused by insecuretindtion
from its implementation. This specification inference #igantly  flow, such as SQL injection, XSS and command injection [30].
lowers the impact on the development process, but also ésipliTheir approach uses a lattice-based static analysis #igori
that some implementation bugs will only be identified durihg for verifying information flow based on type systems and type
property verification phase (typically close to deploymerdther state. Sections of code considered vulnerable are autcatigti
than during the contract verification phase in which mistme$c instrumented with run-time guards. In contrast, our apgioa
can already be detected between the problem-specific dimmtaaims to reduce run-time errors due to composition probldms.
and the component’s implementation. Moreover, the spatific  addition, our approach is based on program annotationstend t
inference eliminates the need for checking the compliarse hverification of component preconditions.
tween problem-specific annotation and the component'seémpl In [31], Jeff Offuttet al. generate bypass tests which check if
mentation. an online web application is vulnerable to forceful brovgsior

2) Intended client-server protocolTo verify the no broken parameter tampering attacks. The bypass tests are blakbisx
data dependenciesroperty statically, an upper bound is definedising data that circumvents client-side checks. They defiree
for the client-server interactions, namely the intendeghtiserver |evels of fault injection: bypass tests at the value levelthe
protocol. At this moment, the intended client-server peotds parameter level and and at the control flow level. Since thi fa
constructed manually, based on the expected use of the wejections are based on violations of the client-side alishs,
application and the URLs generated by the different web pagehey operate independent of the server implementation antbtl
In order to reduce the composer’s involvement in the vetifica give formal guarantees about the absence of bugs. In coouas
process, this application specific protocol can also betoeeted verification approach is able to guarantee the absence arfseat
automatically based on a representative client implenienta the control flow level, and in future work we like to investiga
(e.g. in case of a rich web client), by analyzing the hyp&sin how well our approach is suited to counter errors at the dther
generated by the different web pages or by observing legiem |evels as well.
web traffic as is often done in Web Application Firewalls. Firewall configuration analysis is proposed to manage cerpl

3) Integrated tool: To be practically useful for software de-network infrastructures (such as networks with multiplémek
velopers, providing an integrated tool is essential. THEe®int firewalls and network intrusion detection systems) [32]3][3
subtasks of the solution can be integrated in a single framew These approaches aim to achieve efficiency and consistency
specific tool, and the tool is preferably embedded in the ldevgetween the different network-layer security devices, nehs our
oper's Integrated Development Environment (IDE). In &ddit approach focuses on the application-layer consisteneyeeet the
extra support is needed to give useful feedback to the deeelo  \WAF and the web application.
case theno broken data dependencipeoperty verification fails.  since more than a decade, software architectures are used to
By doing so, the software developer is able to build more EeCUypstract reasoning about software systems from sourcelevele
and reliable web applications, while he is completely stedl {o\ards coarse-grained architectural elements and thigircon-

from the underlying specification and verification process.  npections [2], [34]-[36]. Architectural styles abstracbceurring
patterns of components, connectors and behavioral iritenac
IX. RELATED WORK within different software architectures and try to captuhe

The work presented in this paper is related to a broad spectradvantages or main characteristics of a particular atoital
of ongoing research. We only present some key pointers flyle, as well as the constraints introduced by the stylg2]n
each of the domains, and present in more detail for the dom&haw and Garlan proposed a taxonomy of different architaictu
most related to the proposed solution, namely static anamijm  Styles, including the data-centered style.
verification in web application security. To support architecture-based reasoning, (semi-)formadi-m
Several implementation-centric security countermeastioe eling notations and analysis techniques are required. r&leve
web applications have already been proposed [22]-[28]mmsgtt  Architecture Description Languages (ADLs) are proposed fo
of them focus on injection attacks (SQL injection, commandrchitectural specification and analysis. Although thedal &
injection, XSS, ...) and use tainting, pointer or data flowlgsis. strongly vary in the abstractions and analysis capalslitieey
Our solution targets another set of implementation bugsietya  provide, most ADLs explicitly provide abstractions for cpm
bugs due to broken data dependencies on the server-sidenseg¥ents, connectors and their behavioral interactions, & ase
state and to do so we rely on the static and dynamic verificatitool support for analysis and architecture-based devetopifi36],
of component contracts. [37]. However, in most cases a discontinuity exists betwiden
Gould et al. also aim to reduce the number of run-time errorgrchitectural model and the actual implementation modaking
in web applications by applying static verification [29]. éih outcomes of architectural analysis meaningless. To couhis,
solution focusses on the reduction of SQL run-time excegtioArchJava [38] offers a unique binding between archite¢tura
and uses a static analysis tool to verify the correctness @gscription and actual implementation, but ArchJava do¢yet
all dynamically generated query strings within an applaat provide indirect sharing verification.
Our solution is based on program annotations and we verifyComponent contracts have already often been proposedebefor
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