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Cross-Site Request Forgery (CSRF) is a web application attack vector that can be leveraged by an attacker to force an
unwitting user's browser to perform actions on a third party website, possibly reusing all cached authentication credentials
of that user. CSRF is listed as one of the most serious web application vulnerabilities in the OWASP Top Ten. In 2008, Zeller
and Felten documented a number of serious CSRF vulnerabilities in high-profile websites, including a vulnerability in the
home banking website of ING Direct.

One of the root causes of CSRF is the abuse of cached credentials in cross-domain requests. A website can easily trigger new
requests to web applications in a different trust domain without any user intervention. This results in the browser sending
out cross-domain requests, while implicitly using credentials cached in the browser (such as cookies, SSL certificates or
login/password pairs). From a server point of view, these implicitly authenticated requests are legitimate and are requested
on behalf of the user. The user, however, is not aware that he sent out those requests, nor that he approved them.

Currently, a whole range of techniques exist to mitigate CSRF, either by protecting the server application or by protecting
the end-user (e.g. via a browser extension or a client-side proxy). Unfortunately, the server-side protection mechanisms are
not yet widely adopted. On the other side, most of the client-side solutions provide only limited protection or cannot deal
with complex web 2.0 applications, which use techniques such as AJAX, mashups or single sign-on (SSO). As a result, even
the most cautious web user is unable to appropriately protect himself against CSRF, without compromising heavily on
usability. Therefore, it is necessary to construct more robust client-side protection techniques against CSRF, capable of
dealing with current and next-generation web applications.

In this talk, we will present three interesting results of our research: (1) an extensive, real-world traffic analysis to gain more
insights in cross-domain web interactions, (2) requirements for client-side mitigation against CSRF and an analysis of
existing browser extensions and (3) CsFire, our newly developed FireFox extension to mitigate CSRF. More details can this
research be found in [1].

Traffic Analysis
To identify the nature of nowadays web interactions, and to be able to find an appropriate balance between usability and
security for cross-domain requests, we conducted an extensive, real-world traffic analysis.

We have collected real-life traffic from about 19 volunteers over a 10 weeks time span, resulting in a total of 2,139,998
requests. The analysis of this traffic has revealed a number of interesting properties that can be used to determine a secure
cross-domain policy. Among others, the user
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Total data set: 2,139,998 requests Total amount of cross-domain traffic: 32.93%



Requirements for client-side mitigation against CSRF
Next, based on an extensive traffic analysis, we propose the following requirements for a client-side CSRF solution in a
contemporary web 2.0 context.

R1. The client-side protection should not depend on user input. A substantial fraction of web requests in an average
browsing session is cross-domain. It is infeasible for the user to validate requests. Furthermore, users cannot be expected
to know which third parties a web application needs to function correctly. Therefore, a transparent operation is essential.

R2. The protection mechanism should be usable in a web 2.0 context, without noticeable service degradation. The
solution should support the dynamic interaction behavior of today's applications (i.e., ‘mashups’), and embrace current and
future web technologies.

R3. Secure by default. The solution should have minimal false negatives using its default configuration.

CsFire: a firefox extension against CSRF

Finally, we define CsFire, an autonomous client-side protection policy, which is independent of user-input or server-
provided information. This policy determines which cross-domain traffic is considered harmful and enforces the
appropriate action (e.g. blocking the request or removing the implicit authentication credentials from the request). To do
so, the policy records user interactions, and combines information about the request originator as well as access to the raw
HTTP requests.

CsFire is available as an extension for the Firefox browser via the Mozilla Add-on repository (AMO) [2]. CsFire is extensively
evaluated via a CSRF testbed consisting of over 50 CSRF scenarios, and an in-field evaluation by 50 test users over a 3
months time span. The proposed policy works well without noticeable functional degradation, except for a limited set of
companies spanning multiple top-level domains (e.g. Google and Yahoo!).

In addition, to counter the small set of situations where no automatic approach can differentiate between legitimate
requests and CSRF attach, CsFire can be extended by server-specific refinements.
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