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Abstract

Development processes for software construction are
common knowledge and mainstream practice in most devel-
opment organizations. Unfortunately, these processes offer
little support for meeting security requirements in the result-
ing software artifact. Over the years, much of the research
effort has been invested in specific methodologies and tech-
niques for particular angles of secure software engineering,
yet complete, dedicated processes have only been proposed
recently.

In this paper, two high-profile processes for the develop-
ment of secure software, namely OWASP’s CLASP and Mi-
crosoft’s SDL, are evaluated and compared in detail. The
paper identifies the common base that is offered by both
approaches, discusses the specificity of each, and outlines
suggestions for improvement.

1. Introduction

The construction of secure software is still largely a mat-
ter of guidelines, best practices and undocumented expert
knowledge. Current practices provide guidance for partic-
ular areas such as threat modeling, risk management, or
secure coding. It is crucial for these to be combined and
glued into an integrated and more comprehensive construc-
tion method. Several advances have recently been made
in the definition of processes for secure software develop-
ment. However, these processes are driven by expert ex-
perience and it is difficult for managers and developers to
evaluate them, appreciate their strengths and counter their
weaknesses. Furthermore, there has been no objective com-
parison of these methodologies so far. Therefore, it is hard
for the various stakeholders to make an ‘informed’ decision
about which one is more appropriate for the job.

We restrict our focus in this paper to two forefront repre-
sentatives, namely Microsoft’sSecurity Development Life-
cycle(SDL) [8] and OWASP’sComprehensive, Lightweight
Application Security Process(CLASP) [11], as they are

recognized as the major players in the field. Their lead-
ing role is, among others, due to a number of character-
istics that are of particular interest in the context of this
study. As far as completeness is concerned, they both pro-
vide an extensive set of activities covering the broader spec-
trum of the development lifecycle. The processes also have
undergone validation, to some extent. For instance, Mi-
crosoft is using SDL internally (e.g., for the Vista project)
and CLASP was contributed and reviewed by several lead-
ing security companies of the OWASP consortium. More-
over, SDL and CLASP represent a solid mix: the former
is considered more heavyweight and rigorous, being more
suitable for large organizations. CLASP, on the other hand,
is lightweight and more affordable for small organizations
with less strict security demands. Finally, the selection was
also influenced by the availability of thorough documenta-
tion.

This paper contributes by evaluating and comparing
CLASP and SDL in different ways: (i) generic character-
istics of the processes are discussed that allow one to un-
derstand the philosophy underlying a particular method; (ii)
the intersection and delta of each method is identified and
discussed in order to articulate the strong and weak points
of the methods and (iii) a number of improvements are out-
lined that could benefit both processes, in terms of coverage
and quality.

The structure of this paper is as follows. Section 2 de-
scribes the methodological approach that was adopted for
the comparison. Section 3 contains a bird-eye presentation
of the two processes, with a particular focus on their own
characterizing philosophy. Section 4 zooms into both the
commonalities and differences of the two processes on a
phase-by-phase basis. Section 5 discusses a number of chal-
lenges for the presented processes and highlights the room
for improvement. Section 6 discusses related work. Finally,
Section 7 presents the conclusions and our directions for
future work.



2. Methodology

This section briefly sketches the methodology that was
used for the comparison. To begin, the team agreed on the
sources to be used, since possible differences and inconsis-
tencies may exist in different versions. For CLASP it was
decided to use the documentation of version 1.2, chapter 4,
available at the OWASP web site. For SDL it was decided
to use the latest published book by Howard and Lipner [8].

Based on the available sources, two by-the-book initial
lists of activities were laid down. For some activities this
required interpretation of text to elicit implicit activities. To
prevent major duplication later on, some clean-up was nec-
essary on these lists. This meant restructuring certain ac-
tivities, i.e., moving some activities to be sub-activities of
others activities, and similar transformations. Once the lists
of activities were agreed upon, they were merged and sub-
sequently organized into the different phases of a typical
software development process (’Education and Awareness’,
’Project Inception’, ’Analysis’, ’Design’, ’Implementation
and Testing’ and ’Deployment and Support’).

This information was inserted in a matrix, which con-
tains a section for each of the phases listed above, with each
row representing a certain activity and each column repre-
senting one of the approaches. Figure 1 shows only a part
–due to space restrictions– of that matrix, focussing on the
‘Project Inception’ phase. The matrix facilitates the com-
parison and analysis of the two candidate approaches, e.g.,
to identify the intersection and the differences between the
two.

3. Background and general characteristics

In this section, the two processes are further introduced
and a number of characteristics are discussed in order to
describe their overall flavor.

CLASP Originally defined by Secure Software [1] and
later donated to OWASP, CLASP is a lightweight process
for building secure software [11]. It includes a set of 24
activities and supplemental resources whose use should be
tailored to the development process in use. Key character-
istics include:

Security at the center stage: The primary goal of
CLASP is to support the construction of software in which
security takes a central role. The activities of CLASP are
defined and conceived primarily from a security-theoretical
perspective and, hence, the coverage of the set of activities
is fairly broad.

No process: CLASP is defined as a set of indepen-
dent activities that have to be integrated in the development
process and its operating environment. The choice of the

Figure 1. Excerpt of the matrix.

activities to be executed and the order of execution is left
open for the sake of flexibility. Moreover, the execution
frequency of activities is specified per individual activity,
resulting in complex coordination. Two roadmaps (legacy
and green-field) have been defined to give some guidance
on how to combine the activities into a coherent and ordered
set. However, this is not an integrated process.

Role-based:CLASP defines the roles that can have an
impact on the security posture of the software product and
assigns activities to these roles. As such, roles are used as
an additional perspective to structure the set of activities.
Roles are responsible for the finalization and the quality of
the result of an activity.

Rich in resources:CLASP provides an extensive set of
security resources that facilitate and support the implemen-
tation of the activities. One of these resources is a list of
104 known problem types that form the basis of security
vulnerabilities in application source code (e.g., to be used
as a checklist during code reviews).

SDL As a result of its commitment to trustworthy com-
puting proclaimed by Bill Gates in 2002, Microsoft defined
the SDL to address the security issues they frequently faced
in many of their products. SDL comprises a set of activities,
which complement Microsoft’s development process and
are particularly aimed at addressing security issues. SDL
can be characterized as follows:

Security as a supporting quality: The primary goal of
SDL is to increase the quality of functionality-driven soft-



ware by improving its security posture. Security activities
are most often related to functionality-based construction
activities. For instance, threat modeling starts from archi-
tectural dependencies with external systems, while an ar-
chitecture could in fact reduce such threats in the first place.
Little attention is given to the realization and integration of
security mechanisms. SDL is designed as an add-on to the
software construction process.

Well-defined process: The SDL process is well orga-
nized and related activities are grouped in stages. Although
these stages are security specific, it is straightforward to
map them to standard software development phases. Fur-
thermore, several activities have a continuous character in
the SDL process, including threat modeling and education.
As such, the SDL process incorporates support for revising
and improving intermediate results.

Good guidance:SDL does a good job at specifying the
method that must be used to execute activities, which on
average are concrete and often somewhat pragmatic. For
instance, attack surface reduction is guided by a flow chart
and threat modeling is described as a more detailed process.
As a result, the execution of an activity is quite feasible,
even for less experienced people.

4. Phase-by-phase comparison

In this section a phase-by-phase comparison is pre-
sented. For each of the phases both the intersection and
the delta of the studied approaches are discussed. The in-
tersection contains everything that both approaches cover,
while the delta highlights the differences between them. As
an example,Assign security advisor (2.1.2)in Figure 1 is a
candidate to be part of the intersection, whileProvide tools
to track security issues (2.3.1)andPeriodically collect and
evaluate metrics (2.4.3)are candidates for the delta of SDL
and CLASP respectively.

4.1 Education and Awareness

Intersection: Both approaches acknowledge that edu-
cating your team is very important. Without education one
cannot possibly hope to make any kind of secure software.

Everyone on the team should at the least receiveini-
tial education, which consists of two parts. First, every-
one needs to be made aware of the importance of security.
Second, everyone needs education on the basics of security
engineering which includes teaching the basic security con-
cepts, types of security breaches, possible solutions, and so
on.

As security is a rapidly evolving field, with new threats
emerging frequently, everyone involved in the project also
needsongoing, periodical education. Both approaches in-
clude this activity, e.g., in the form of an annual training.

Delta: There are some differences between the two ap-
proaches when it comes to education. First, SDL focuses
on training only the developers. CLASP acknowledges that
training should also include business managers, the project
manager, and so on, because getting them educated and
aware of security is just as important. Second, SDL offers
a number of courses on different topics while CLASP does
not really go into details on this matter. The courses include
topics on fuzz testing, threat modeling, performing security
code reviews and so on.

4.2 Project inception

Intersection: Both methodologies acknowledge that
building securityinto your project requires at least the as-
signment of a security advisor to the project. This advisor
helps the developers with security related issues and possi-
bly serves as a gateway between developers and a special-
ized security team (if available).

Delta: There are several differences between the two ap-
proaches.

First, CLASP has an extra focus onsecurity metrics,
while SDL does not. Specific metrics are a valuable tool
to enforce accountability of security issues or to detect the
weak security parts in the project. Within CLASP, this ac-
tivity covers theidentification of the metrics to collect, the
institution of the data collection and reporting strategyand
the periodical collection and evaluation of the identified
metrics. Note that this last activity actually crosscuts the
different phases of the software development process.

Second, SDL emphasizes the importance of having ase-
curity leadership teamin your company. This team has two
major tasks: (i) regular communication to the development
team about security and privacy bug counts and (ii) commu-
nication of security and privacy policy updates.

Third, SDL includes twoinitial securityactivities. One
is to make sure that the used tools are able to track security
issues, e.g., they include special security-related fields. The
other is for defining the bug bar (i.e. what type of bugs will
be fixed) that will be used.

Finally, SDL contains an explicit activity for deciding
whether or not the project is covered by the methodology.
This decision is based on several questions such as whether
the application is designed to be online. This is however a
minor step in our opinion.

4.3 Analysis

Intersection: This might be a striking observation, but
the intersection for this phase is empty. SDL seems to have
no activities that are specific to the analysis phase. For in-
stance threat modeling, which one would assume to be part



of analysis, is in SDL really focused on the architecture of
the application and, hence, rather a part of the design phase.

Delta: Unlike SDL, CLASP does have activities in this
phase. Special focus is put oninitial threat modeling–
‘initial’ because at this point in the software development
process only the basics of the system are known. Another
focus of CLASP is onidentifying trust boundariesandspec-
ifying security requirements. Trust boundaries denote where
trustworthy and less trustworthy entities interact. The speci-
fication of security requirements is important as it guides the
security-specific construction activities and allows to dis-
cover security issues early on in the development lifecycle.

4.4 Design

Intersection: Performing rigorous and thoroughthreat
modelingis possible at this point, as one has a clear un-
derstanding of the architecture that will be built. Both ap-
proaches acknowledge the importance of this and cover it
by means of a set of activities.

Defining the attack surface and reducing itis another im-
portant activity, aimed at preventing an attacker from taking
advantage of potentially insecure code.

Delta: CLASP focuses on defining asecurity architec-
ture, a security-augmented version of the software architec-
ture, which implies annotating the class design with secu-
rity properties. It also considers the fact that most projects
will be using third-party components. To mitigate the se-
curity risks involved, CLASP provides activities that cover
researching and assessing the security posture of technol-
ogy solutions.

SDL has aproduct risk assessmentactivity, which aids
in determining the best way of spending development re-
sources by identifying the system’s level of vulnerability
to attack. The results are based on questions such as:
‘on which operating system will the software be installed’,
‘does it include ActiveX controls’, ‘is it a new project’ and
so on.1

4.5 Implementation and Testing

Intersection: An interesting observation here is that
SDL lacks real implementation activities. As was the case
for the analysis phase, this is probably due to the fact that
SDL focuses more on security as a supporting quality.

Both methodologies put a lot of focus onsecure test-
ing but have a different emphasis. SDL focuses more on
black box testing, while CLASP focuses more on white box
testing. A typical black box test is to feed the application

1Some might argue that the product risk assessment activity belongs
in the project inception phase, but it is situated here because a part of the
questions are truly design related.

with malformed input in order to observe the system reac-
tion for unexpected failures (which are hits of possible se-
curity bugs). Code reviews represent an example of white
box testing in which code is analyzed by experts looking for
potential bugs.

Delta: SDL has two additional testing activities: (i) the
security pushand (ii) thefinal security review. Both per-
form extra testing but have a different focus. The security
push implies testing the entire system by the project team,
while the final security review implies testing the entire sys-
tem by the central security team. Both focus on the entire
system, whilesecure testing(see ‘intersection’) focuses on
individual components. It is worth noting that, for the secu-
rity push, SDL does cover white box testing in the form of
code review.

CLASP on the other hand also has two additional activ-
ities: (i) integrating security analysis into source manage-
mentand (ii) implementing and elaborating resource poli-
cies and security technologies. The first deals with automat-
ing implementation-level security analysis and metrics col-
lection through the use of dynamic and/or static analysis
tools. The second deals with the actual implementation
of the security requirements, among others by making sure
that all coding guidelines are met.

4.6 Deployment and support

Intersection: Even though both approaches organize
this phase quite differently, they largely end up with the
same results. First, there is a need foroperational planning
and readiness, which includes the writing of user manuals,
documenting the security architecture, and so on. Second,
there needs to be aresponse planningthat defines what to do
when a new vulnerability is discovered. Part of this plan is,
for example, to assign a security advisor. Both approaches
also acknowledge that communication with customers is
very important. One has to make sure that, amongst other
things, security advisories can be released and customers
have access to software updates. Finally, one needs to actu-
ally execute the planonce a new vulnerability is discovered.

Delta: CLASP puts extra emphasis onpreparing for
monitoring and tracing, an activity that deals with signing
your code in order to provide stakeholders with a way to
validate the origin and integrity of the software.

5. Discussion and improvements

In this section we discuss a number of fundamental im-
provements from which both processes could benefit.



5.1. Quality and coverage

During the analysis of activities in both SDL and
CLASP, it was observed that some activities do not corre-
spond to the state-of-the-practice definition for process ac-
tivities.

From a general perspective, a process involves a tempo-
rally ordered series of activities that, starting from an input
state, leads to an outcome by using a set of resources like
time, and expertise.

Activities must produce added value in the form of an
output that has a visible difference from the corresponding
input. It is also important that the delta between input and
output is large enough to make an activity worthwhile. This
property is named the‘visible impact’of an activity. If this
criterion is applied to both SDL and CLASP, it is observed
that some of the construction activities are guidelines rather
than real activities. For instance, the SDL activitysecure
coding policysuggests to use the latest compilers and to
avoid using deprecated functions from libraries. According
to the above discussion, this is more of a coding guideline
than a process activity.

According to Davenport [5], the characteristic of a busi-
ness process is the focus on the business logic of the process
itself (how work is done), instead of taking a product per-
spective (what type of work is done). That is, activities
should provide guidelines about how to put in practice
what they suggest. This property is named the‘systematic
method’. For instance, the CLASP activityapply security
principles to designhas no clear methodological indication
on how to realize the activity.

Besides these quality issues, there were a few coverage
gaps observed, i.e., phases that have no or little support.
Namely, activities at the design stage are mostly oriented
towards detailed design. No activity at all is defined for
the architectural design of secure software. For instance,
there is room for specific activities in the area of trade-off
analysis, e.g., security vs. usability. Note that in SDL there
is very limited support at the deployment phase, as coverage
is restricted to user documentation only. Further support for
deployment could include the management of the security
solution by enforcing operational procedures, as well as the
monitoring of the security solution in order to proactively
discover weaknesses.

5.2. Security in context

Two main constraints must be considered when it comes
to security-specific activities: the integration with an ex-
isting process and the cost of augmenting a process with
security.

Concerningintegration, many medium-to-large organi-
zations already have a heavyweight and rigorous develop-

ment process in place, e.g., according to the Unified Process
[9]. Furthermore, many of them have achieved a signifi-
cant level of process maturity and have received a certifi-
cation for their accomplishment. For these organizations, it
is key to have a set of clear guidelines to ease up the dif-
ficult task of integrating new security-centric activities in a
well-established, preexisting instance of a standard process.

For smaller organizations with a more lightweight and
less rigorous process, merging the security process with the
existing informal software development process is less of
a problem. However, these organizations may have a non-
traditional process in place, e.g., they may be using agile
techniques such as Extreme Programming [4]. There is a
knowledge gap with respect to the problem of integrating
CLASP in agile methods. Conversely, SDL support in this
direction is far more extensive.

It is impossible to build a 100% secure system, espe-
cially in day-to-day system construction where a trade-off is
made between security and other requirements such as the
cost. This balance will have an impact on the accuracy with
which certain activities are being executed and on the set
of activities that will be executed in the first place. There-
fore, it would be useful to provide guidelines for selecting
the set of relevant activities. At a minimum, a distinction
could be made between a core set of mandatory activities
and its accessory extensions. However, it seems to make
more sense to institute a maturity-like approach (e.g., based
on SSE-CMM [2]) to indicate the desired rigor put in the
execution of certain activities. Based on this, a number of
profiles could be defined for different types of environments
and applications domains. Additionally, these indications
could be used to drive the assurance process of the software
afterwards.

5.3. Verification

Application functionality is positively spaced: functional
requirements are specified in an affirmative manner and ver-
ifying the correctness of a functional requirement focuses
on the (limited) set of executions of the particular function.
In clear contrast, security is negatively spaced. Security re-
quirements typically state which behavior should not occur.
Since the set of executions of a software artifact is infinite, it
is much harder to cover this set in order to guarantee the cor-
rect realization of a security requirement in software. Due to
the difficulty of covering the negatively spaced security re-
quirements and due to the risk of introducing major security
vulnerabilities as a result of small errors made during the
software construction process, it is crucial to institute ver-
ification as an important fill rouge throughout the process,
complementary to construction activities.

Verification is in practice often closely linked to a par-
ticular construction activity to ensure that the activityhas



been done right. For instance, when building a threat tree
one could verify that all types of threats are covered system-
atically for every asset in the system. While the importance
of this type of verification is clear, we claim that it is as im-
portant to include dedicated verification activities that focus
on relations between activities or that span significant sets
of activities. For instance, one could crosscheck the security
requirements set with the operational policy (e.g., to verify
that the separation of duty principle holds - see Section 5.5).
In general, a security-focused process should exhibit a good
balance between both types of verification.

5.4. Metrics

The software engineering practice assigns a significant
role to metrics. They are a quantitative means to measure
the progress of quality for the process itself and the pro-
duced artifacts. Both CLASP and (particularly) SDL have
only limited focus on metrics and two directions of im-
provement can be foreseen.

First, a program to evaluate the effectiveness of the se-
curity process itself must be instituted. The program should
be responsible for continuously assessing both the real im-
pact of security activities on product quality and the optimal
usage of resources (e.g., time and personnel). The exten-
sion of existing processes to include these activities is not
a challenging task, as existing knowledge from traditional
software engineering can be reused.

Second, specific measuring activities should be in-
cluded in all development phases to assess the quality of
artifacts from a security perspective at different level of
abstraction. Such measures could play a leading role in
defining acceptance criteria of software artifacts during all
stages of the development process. More importantly, met-
rics should constitute an analysis tool to identify criticalities
early on, with remarkable impact on cost. The implemen-
tation of this type of measuring program is more tricky. In-
deed, there is not a clear understanding of which properties
should be observed at the different levels of abstraction in
order to asses security qualities. Some work exists concern-
ing the implementation and the deployment phase [10], but
significant knowledge gaps have to be fulfilled by the re-
search community.

5.5. Principled process

After the seminal work by Saltzer and Schroeder [13]
several security principles have been enumerated [15, 14].
Examples include ‘keep security simple’, ‘minimize attack
surface’, and ‘run with least privilege’. The value of such
principles is so widely recognized that their enforcement
should be explicitly assisted by the process.

Activities could be annotated in order to highlight their
contribution to the realization of a specific principle. For
instance, CLASP activitiesmap roles to entry pointand
map resources to entry pointsrelate to the ‘minimize attack
surface’ principle. Furthermore, new constructive activities
could be introduced for the same purpose, e.g., by analyzing
the impact of every principle on a phase-by-phase basis.2

Finally, some verification activities can be put in place to
assess the compliance of process artifacts with principles.
For instance, the SDL activityreevaluate the attack sur-
face of softwarecontributes to the verification of the above-
mentioned ‘minimize attack surface’ principle.

5.6. Process support for moving targets

It is common knowledge that security is a moving tar-
get: applications change, environments change, attackers
change, new (types of) bugs are found, and this all influ-
ences the security posture of a software application. This
evolving character affects the construction process of se-
cure software in two ways. First, under the hypothesis that
the security assumptions that have been previously articu-
lated for the software remain valid, the process must include
continuous support to address security vulnerabilities after
the software has been released. This is supported in both
processes by including activities that focus on software up-
dates and security advisories. Second, and more challeng-
ing, when intermediate results turn out to be incorrect (such
as an incomplete threat model), or when security assump-
tions do change after deployment, the process must be back-
tracked in order to correct the invalidated decisions and as-
sumptions made earlier. In a process, backtracking can be
supported by introducing iterative cycles into the process,
or by inserting dedicated checkpoints and feedback loops.
In our opinion, this kind of support is very limited in both
SDL and CLASP.

In the same way, ensuring security on a moving target is
very difficult. For instance, if the functionality of a system
changes frequently, threat modeling must be repeated every
time and since many activities are based on the outcome of
threat modeling, this will have several ripple effects. These
effects can be minimized by choosing a limited set of loca-
tions in the process to which security activities are added.

Traceability of decisions and relations between interme-
diate results constitute a way to improve the support for
change management. As such, one can more clearly ana-
lyze and estimate the impact of some modification on the
developed system.

2Of course, some principles (e.g., ‘keep security simple’) are too gen-
eral to be instantiated in constructive activities.



6. Related work

To our knowledge, no evaluative studies have been per-
formed for secure software development processes. There-
fore, the discussion on related work focuses on (i) related
processes covering the entire secure development lifecycle,
and on (ii) methodologies focussing specifically on particu-
lar construction or assurance activities.

There are a number of resources that cover the entire se-
cure development lifecycle. BSI [3] is a website maintained
by the Software Engineering Institute (SEI) and sponsored
by the DHS National Cyber Security Division. The web-
site provides an overview of existing processes and methods
for each development phase. These methods are not secure
software methodologies, but rather tools that can be used
and that only cover part of a secure software engineering
methodology. In his articles, Peterson [12] discusses how
a development team can integrate security into any iterative
development process by finding what (artifacts) already ex-
ists and how this can be leveraged for security’s goals and
by whom. Praxis [6] builds software by ensuring correct-
ness for every step of a software lifecycle process, often by
using formal verification techniques.

Examples of methodologies that discuss the construction
of secure software include resources that address particular
phases or focus on specific platforms. Howard and Leblanc
[7] elaborate on designing secure applications, on writing
robust code and on testing applications. A book written
by Wheeler [16] provides a set of guidelines for designing
and implementing secure programs on the Linux and Unix
platform. When it comes to methodologies for assurance,
the Common Criteria provides assurance that the process
of specification, implementation and evaluation of a prod-
uct has been conducted in a rigorous and standard manner.
Similarly, the Systems Security Engineering Capability Ma-
turity Model (SSE-CMM) [2] covers all phases of the devel-
opment process and can be used to evaluate and improve an
existing process.

7. Conclusions

This paper has compared two high-profile development
processes for secure software. The general characteristics
of the processes have been described as well as the specific
differences over the various phases. In summary, it is fair to
say that SDL offers a well guided process that is targeted at
security as a supporting software quality, while CLASP ad-
dresses security from a broader perspective, which can be
flexibly tailored to the specific development environment.
Apart from this theoretical evaluation, experimental assess-
ment in concrete products will clearly provide additional
validation of both approaches.

As ongoing research, the authors are working on com-
bining the strong points of both approaches in order to distill
an improved, consolidated process. This requires address-
ing most of the areas of improvement that were discussed in
the second part of the paper. Only then, secure software de-
velopment will become a measurable process covering the
broad spectrum of security problems.
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