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Abstract. This paper presents an architedural framework for customizing
Objed Request Broker (ORB) implementations to application-spedfic
preferences for various non-functiona requirements. ORB implementations are
built by reusing a domain-spedfic component-based architecure that offers
support for one or more nonfunctional requirements. The domain-spedfic
architedure provides the mechanism that allows the ORB to reanfigure its
own implementation a run-time on the basis of applicaion-spedfic
preferences. This medhanism is based on a runtime seledion between
dternative component implementations that guarantee different service-levels
for non-functional requirements. Applicalion-spedfic preferences are defined in
pdlicies and servicelevel guarantees are defined in component descriptors.
Policies and component descriptors are expressed using descriptive languages.
This gives applicaion programmers an easy and poverful toodl for customizing
an ORB implementation. To validate the feasibility of our architecura
framework we have gplied it in the domain of robotic control applications.

1 Introduction

The successof distributed oljea technology in time-criticd distributed systems, such
as robatic manufaduring systems, depends on the alvent of Objed Request Brokers
(ORBs) that integrate suppat for non-functional requirements. Non-functional
reguirements pertain to requirements that are not diredly included in the functionality
of the aplicaion (i.e. what the gplicaion does) but rather express additional
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charaderistics that the gplication should have. In industrial settings such additional
reguirements include reliability and red-time.

In robaic manufaduring systems various non-functional requirements have dfea
on the exchange of control messages. Control messages can be smple adivation and
deadivation commands or commands containing isochronous data. |sochronous data
is charaderized by being equidistant in time and requiring procesdng at equal time
intervals. In advanced model-based robdics [1] motion planning and joint control
result in control messages that contain isochronous data. Distributing these messages
in a timely manner requires red-time suppat from the ORB. By now, it is well
known that conventional ORBs like CORBA [2], DCOM [3], Java RMI [4] are not
designed to cope with red-time requirements [5].

The development of ORBs that suppat verticd integration of non-functional
requirements from the gplication level al the way down to the network layer is
crucia for successful applicaion of distributed oheds in robaic manufacuring
systems. To ded with the wide range of nonfunctiona requirements, ORBs are
required that can be astomized to applicaion-specific preferences. Applicaion
spedfic customizaion of an ORB requires me level of flexibility and openness in
its implementation. Previous work has shown that meta-level architectures are a
powerful technique for opening the ORB’s implementation to the gplicaion
programmer [6]. However, full-scde meta-level architedures make the aistomization
process more complex than most application programmers can comprehend. This
results from the inherited complexity of refledive systems and the nontrivial
protocols and algorithms used to implement an ORB. As a result, it is very hard for
application programmers, who are typicdly not experts in meta-level architecures or
ORB development, to creae spedalized ORBs that satisfy their needs [7]. One way of
solving this problem is to provide todls that allow the gplicaion programmer to
customize ax ORB without requiring Hm to understand the inner working of an ORB.

The gproach we propose is based on architedural suppat for dynamic
recmnfiguration of ORB implementations. Reconfiguration of the ORB is based on
palicies that describe the non-functional requirements edfic to the gplicdion and
descriptors that spedfy how non-functional requirements are supparted by the
dternative implementations available for each ORB component. Policies and
component descriptors are defined with a spedfic language for expressng non-
functional requirements. At run-time the ORB interprets the palicies and descriptors
to seled the right components for configuring its implementation.

An important charaderistic of our approach is that it does not enforce aparticular
ORB architedure on the ORB developer but allows him to creae the ORB
architecure that is most appropriate for his gedfic goplicaion domain. The rationale
behind this thought is that one size does not fit all. On the contrary, some gplicaion
domain may require some ORB components that are not present in other domains. For
example, embedded systems need compad ORBs with a small footprint, while e
commerce @plicaions nead ORBs that suppat data integrity, authenticaion, and
authorizaion of remote method invocations.

This paper is organized as follows: section 2 gives an overview of the proposed
approach. Sedion 3 describes eat of the dements of our architecural framework. In
sedion 4 we exemplify our architecture by showing how it can be used to credae a



customized ORB for arobatic oontrol system. Related work is described in sedion 5.
Finally, sedion 6 concludes.

2 Overview of Our Approach

Traditionally, objed oriented analysis and design only focus on the entiti es within the
problem domain, their relationships, and how they interad with external adors. This
is al part of describing the functional requirements of the system. However, non-
functional requirements, such as reliability, availability, performance, seaurity, or
red-time ae equally important for establishing a system that can deliver the expeded
quality of service Non-functional requirements sould be dedt with during analysis
and design and should not be postponed urtil the implementation phase. During use-
case analysis ©me mnsiderations about non-functional requirements often come up.
For instance, when describing the use-case for an ATM Cashier system the domain
expert may very well ask himself whether or not the transadion resporsible for
money withdrawal should use aseaure line to the main server. By extending the use-
case analysis phase to include the spedfication of non-functional requirements, the
domain expert can record non-functional requirements together with the functionality
they apply to.

This paper presents an architedure that offers an easy but powerful way for
integrating those non-functional requirements into ORB implementations. In the rest
of this dion we describe the important feaures of our work.

2.1 Architectural Framework for Domain Specific ORBs

Since distributed technologies are nowadays applied in amost every applicaion
domain, one general ORB architedure that is put forward as a fit for al applicaions,
is not redigtic. Instead ORBs should be developed for a spedfic gplication-domain
or for a family of applications, incorporating suppart for only those non-functional
requirements that are relevant for that spedfic gplicaion domain or family of
applications.

Our approach supparts this ideaby providing the ORB developer with a domain-
spedfic component framework that defines a basic ORB architedure that is tail ored
for a spedfic goplicaion domain or family of applicaions. The ORB developer uses
this basic achitedure to huild an ORB implementation that redizes all the non-
functional requirements recorded during the use-case analysis phase. However, since
the non-functional behavior is not necessarily the same for all parts of the gplication,
it is esential that the ORB implementation can be dynamic reconfigured with resped
to how non-functional requirements are redized. To enable this, we define the basic
ORB architedure in terms of architedural entities that abstrad away from concrete
implementation details. This is posdble by differentiating between the notions of
component types that constitute such architedural entities and component instances
that redize implementations of component types. Each component type defines a set
of contradualy spedfied interfaces that describe the external charaderistics of the



architedural entity, without stating anything about its implementation. The
architecure of an ORB is then defined as a static composition of component types
that are @nnected appropriately through their respedive interfaces. A component
instance provides a spedfic implementation for a speafic component type. There can
be more than one @mponent instance per component type: various component
instances can differentiate in the non-functional requirements they suppart and how
this sippart isimplemented.

Building an ORB implementation that redizes flexible suppart for the subset of
non-functional requirements, identified in use-case analysis, is then a matter of
instantiating the basic achitedure with those component instances that provide the
expeded service-level for ead non-functional requirement.

2.2 Policies and Component Descr iptorsfor QoS Specification

A seoond fedure of our approad is that we use adescriptive language for spedfying
Quality of Service (QoS) expedations of applications and QoS guarantees delivered
by component instances. QoS expedations refled application spedfic preferences to
how well the system nust perform with resped to a spedfic non-functional
requirement. QoS guarantees describe the service-level of a component instance for
one non-functional requirement. In our approadh, QoS expedations are defined in a
palicy, while QoS guarantees are spedfied in a component descriptor. For ead non-
functional requirement, a separate descriptive language is used. Hence padlicies and
component descriptors are defined per non-functional requirement.

The gplicaion programmer defines edfic padlicies for ead method that takes
part in redizing the use-cases. An application spedfic pdlicy spedfies how the non-
functional requirement should be handled for the method that it applies to. Hence, an
application spedfic padicy will be enforced per remote method invocaion. Similarly
the ORB component developer defines component descriptors for the mponent
instances that he implements.

2.3 Dynamic Reconfiguration of ORB Implementation

Dynamic reconfiguration of an ORB implementation is suppated by a runtime
seledion mechanism between aternative component instances. This medanism is
implemented within the cmponent type @& a generic variation point. A detailed
discussion of variation points can be found in [8]. The variation point performs the
seledion on a per method invocaion basis by comparing palicies with component
descriptors. In our approach, method invocaions are reified as typed ohjedsthat offer
introspedion fadlities for accessing parameters, method names, destination,
invocation context attributes, etc. This is done by stub oljeds, which also attach to
the reified method invocation the pdlicies for that method. This provides the variation
point with the information it needs to make gpropriate tradeoffs when seleding
between alternative component instances. Each variation point bases its choice of
component instance on a cmparison between the gplicaion spedfic palicies



asciated with the remote method invocaion and the mponent descriptors
provided by the dternative component instances.
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Fig. 1. Flow of reified invocation and pdicy objed

Consequently, the astomizaion of the ORB is controlled at runtime by the
application spedfic padlicies asociated with the methods in the gplicaion objeds.
Fig. 1 shows how the remote method invocation reified by the stub oljed traverses
through the ORB together with its associated pdicy objeds. Propagating the palicy
objeds along with the reified remote method invocation all ows all variation points to
make the proper choices with resped to the seledion of the suitable component
instance

3 Architecturefor Customization of Object Request Brokers

In this ®dion we discuss each of the basic building blocks of our architectural
framework in detail.

3.1 Variable Featuresin ORB Design

In general, the implementation of an Objed Request Broker can be described as a
colledion of features. A fedure crresponds to an identifiable part of the ORB
functionality. Examples of such feaures are marshalling, invocation scheduling,
routing of invocations, etc.

In conventional ORB design, ORBs are viewed as black boxes. This information
hiding principle helps during ORB development, but it locks in dedsions that can
effect QoS, after which those dedsions are not readily reexamined. For instance in
robaic manufaduring systems, some remote method invocdions have strict timing
requirements. Hence the choice of scheduling algorithm in the ORB can effed
whether the ORB implementation is acceptable for such systems. In our opinion, an
ORB implementation must be designed for change by allowing different variants of
the implementation for one or more of its gedfic feaures. In the rest of this ®dion



we give anon-exhaustive list of feaures that we believe ae subjed to variahility,
limiting the scope to those feaures that are related to the implementation of remote
method invocaion. The list of features covers ORBs as well as protocol stacks.

Invocation dispatching Invocdion dspatching refers to the process of cdling the
method corresponding to the invocation onthe servant that implements the remote
objed. Dispatching provides an interception pant for reflecing oninvocations at the
server side.

Mar shalling Refers to the process of taking a wlledion of objeds and assmbling
them into a form suitable for transmisson in a message. During marshalling oljeds
can be replace, like it is the cae with stubs in Java RMI. Furthermore marshalling
can be extended to perform data compresgon a encryption.

Unmarshalling This is the reverse process of marshalling. Unmarshalling is the
processof disassembling a marshalled message to produce a equivalent colledion o
objeds at the destination. When resolving an objed during unmarshalling, it can have
its attributes modified or it can be replaced with an equivalent objed.

Invocation Context This is a reificaion d the runtime ntext in which the
invocaion takes place The invocaion context is often used to assciate non
functional requirements with the invocaion, such as saurity context, priority, user
preferences, etc. In the CORBA spedfication the functionality of an invocation
context is provided by the Context objed abstradion [2].

Invocation semantics In distributed systems asynchronous invocéion semantics can
be preferable, since synchronous invocation semantics can result in unrecessary delay
at the cdler side. Therefore both synchronous and asynchronous invocaion semantics
shoud be supported by the ORB.

Invocation scheduling The dedsion on whether or not an invocdion is to be
exeauted may depend on dfferent fadors, such as, the state of the servant
(preconditions), the priority associated with the invocation if any, the CPU load of the
node (resource admisson control), etc.

Threading The number of threads available for exeauting objed invocdions
determines the degree of concurrency within the system. If only one thread is
available for exeauting ofjed invocaions, a purely sequential system is the result. In
contrast, multi ple threads result in atruly concurrent system.

Channel Handle the resporsibility of maintaining a sesson between two address
spaces. Session management comes in many flavors, for example objed to ohed,
noce to noce (multi plexed), one per invocation.



Reliability The kind o transport protocols available for transferring the invocaion
may vary depending on the underlying network technology or acwrding to
application domain spedfic requirements.

Routing According to the non-functional requirements of the gplicaion certain
types of network technologies may be preferable. This includes Ethernet, ATM,
Firewire, Canbus, etc. The availability of network technology is grondy dependent
on the gplicaion domain. For instance the use of Canbus is common in industrial
automation.

3.2 Architectural Reusein ORB Design

To fadlit ate the ORB development for a spedfic domain, a component framework is
used that offers a component-based ORB architecure that is tail ored for that spedfic
domain. The achitedure defines a set of component types and how these component
types cooperate together. In order to suppart variability, ead component type reflects
upon a particular variable feature of an ORB in an implementation-independent
manner. |n the implementation of the component type the variable feaure is exploited
at avariation point. For ead component type, the ORB developer seleds one or more
component instances. The dternative component instances are caraderized by
different service-levelsfor ead non-functional requirement.

For example, in the mntext of a robot control projed [1] we have build an ORB
comporent framework that defines an architedure tailored to red-time gplicaions.
This architedure is explicitly represented by a mmpasition o Java Beans, where eab
comporent type is implemented as a separate Java Bean and comporent types
cooperate together through various classs of events. Fig. 2 gives an overview of the
architedure. It consists of the foll owing component types:

ReferenceBean provides the support for the synchronous and asynchronous
invocaion semantics.

MarshallerBean is responsible of marshalli ng outgoing invocaions and replies, and
unmarshalli ng incoming invocaions and replies.

ChannelBean isresporsible for sesson management between address paces.

TransportBean transmits messages containing invocaions and replies between
address paces.

InvocationScheduler Bean determines the order in which to dispatch incoming
invocations on the crresponding servant objeds.

TaskSchedulerBean controls the threading strategy for exeauting all computations
within the system. This includes computations related to the basic functionality of the



ORB (e.g. listening for incoming requests) as well as computations related to method
exeaution on servant objeds.
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Fig. 2. Bean model of the ORB architedure.

A red-time ORB implementation is constructed as an instantiation from this
architecure. The ORB developer just provides the mmponent instances that have to
be available for ead component type and glue cde within ead component type
conneds a cmmponent instance - once seleded - into the ORB implementation.

Component instances are dso implemented as eparate Java Beans that implement
one feaure of the ORB. The design dedsions made by the component developer
determine its QoS-level for the diff erent non-functional requirements.

3.3 ORB Customization Through Descriptive L anguages

ORBs have to take gplication-spedfic information into acount, to achieve optimal
performance In our approach, application-spedfic QoS expedations with resped to
the implementation of a spedfic non-functional requirement are defined in a palicy.
The ORB implementation tries to offer the requested QoS expedations by integrating
those mmponents that guarantee the expeded service level for that non-functional



requirement. In this way, by chocsing appropriate individual components, the overall
ORB implementation is tailored to the gplicaion-spedfic QoS expedations. QoS
guarantees provided by a spedfic component are defined in component descriptors
that are packaged together with the @mponent. As for palicies, component
descriptors are spedfied per non-functional requirement.

The definition of pdlicies is the task of the gplicaion programmer, whereas the
definition of component descriptors is the task of the ORB component developer.
However, they are both dedared at a high level of abstradion in the same spedalized
language. The vocabulary of such a language is defined by the ORB developer as a
genera template. Applicaion-spedfic palicies and component descriptors are then
defined using thistemplate. This meansthat their interpretation is done in terms of the
vocabulary defined by the template. The use of templates keeps the variation point
independent of spedfic charaderistics of non-functional requirements, as well as
component instance implementations. As a @nsequence, a generic mechanism for
redizing variation points can be offered to the ORB developer. Note that the ORB
developer has to define atemplate for ead non-functional requirement that he wants
to take into acount.

3.3.1 Defining Templates, Policies and Component Descriptors

A template defines the vocabulary of a language for describing one spedfic non-
functional requirement. The vocabulary is defined as a set of parameters that can be
used to spedfy QoS expedations and guarantees for one non-functional requirement.
The posshle servicelevels available for eadh parameter are defined as an
enumeration. Each service-level can be further refined by associating it with a number
of attributes. For example, for reliability you could define a parameter cdled
tolerance that can have three different service-levels: “NONE”, “NOT_TRANS-
PARENT”, “TRANSPARENT”. The servicelevel “TRANSPARENT” has an
attribute for spedfying the number of faults that are dlowed. Another parameter is the
fault type. For this parameter three different service-levels can be defined:
“FAIL_STOP’, “BYZANTINE”, and “TIME”".

Defining a padlicy from a template wnsists of spedfying the service-level for one
or more parameters and setting the assciated attributes. A padlicy only hasto define
the number of parameters from its template that are necessary to spedfy the QoS
expedations of its asociated appli cation method. Parameters that are not defined are
assgned a default service-level, by default this is the first service-level from the
parameter’s enumeration in the template. The process for defining a component
descriptor is smilar. Each component implementation can have more than one
component descriptor, since it can have been built to suppat more than just one
spedfic nonfunctional requirement. For instance, a marshalling component can
provide suppat for red-time requirements as well as security requirements, but it
doesn't has to do so. Examples for defining policies and component descriptors are
givenin sedion 4.

Policies and component descriptors are transformed into oljects by parsing their
definitions. The arresponding classdiagramis ownin Fig. 3.



vocabulary Parameter
getName() 1.* |getName()
setName() - setName()
getProperties() properties | getSymbol()
addProperty() setSymbol()
equals() equals()
Attribute 1
$EQUAL_TO:int=0 |y symbol
$LESS_THAN :int=1 Symbol
$ LARGER_THAN :int =2
ey e attributes getldentifier()
setldentifier()
getName() 0.* getAttributes()
setName() Ny
addAttribute()
getValue() equals()
setValue() q
setEquality()
equals()

Fig. 3. Classdiagram for representing poli cies and descriptors

3.3.2 Matching Policieswith Component I nstances

At run-time, al applicaion spedfic pdlicies that apply to a method are grouped
together. The variation points within the ORB component types traverse this group to
find the pdlicy objeds that influencetheir choice of implementation.

To make the best match the variation points apply a mapping function to the
application spedfic padlicies provided for the method and the component descriptors
of the mmponent instances of the implicated component type. At ead variation point
that component instance is ®leded whose component descriptors make the “best
match” with the gplicaion spedfic palicies. The best match for an applicaion
spedfic palicy is the mmponent descriptor that has the most parameters that match
the parameters in the padlicy. Matching is based on the notion of equality; that is, a
component descriptor matches a palicy if the atributes assciated with the service-
levels of its parameters equal with the crresponding attributes of the service-levels
defined by the policy. For instance, assume that the value of an attribute in a
component descriptor always has to be larger than the value of the dtribute in the
corresponding palicy. Thisrelationship is expressed by setting the equality relation of
the atribute in the cmponent descriptor to LARGER _THAN and the euality
relation of the atribute in the policy to LESS THAN. The matching function will
then verify that the relation holds for the adual attribute values. An appropriate set of
keywords is provided for spedfying such equality relations when defining palicies
and descriptors.

The advantage of the ‘best match’ strategy is its generdlity. It isimplemented once
and for all in one variation point and this variation point can immediately be used in
any component type. However, when deding with more cmmplex cases, the ‘best
match’ strategy may not be sufficient. Examples include the caes where none or
more than one component instance fails to completely match al QoS parameters for a
non-functional requirement. In these ases, different seledion strategies could be



preferable over the ‘best match’ strategy. For instance, when no component instance
makes a complete match, the selection strategy could prefer an instance that performs
weakly on some parameters rather than seleding one which fails completely on one
parameter.

Another complex situation occurs when combining non-functional requirements
that are not orthogonal. Non-functional requirements that are not orthogonal introduce
constraints that have to be taken into consideration by spedali zed variation points that
are ale to enforce these @nstraints. For instance, when padlicies for red-time and
seaurity are gplied ssimultaneously for a method, an invocaion of the method may
miss its dealline due to the alditiona overhead induced by encryption and
deayption. This constraint can be taken into acount if the framework archited
constructs a third template that defines the vocabulary for expressing such a
constraint. Using this template the gplication programmer can for example spedfy a
desired upper limit for encryption overhead, leading to the definition of a third
‘overlapping palicy. This provides the variation point with the information it needs to
make agood choice between component instances, without bre&ing the wnstraint.
Here ajain, different spedalized seledion strategies can be used. For example, one
variation point could dedde - when the cnstraint is violated - to deaease the
required seaurity level in favor of the timelinessrequirement. One muld also consider
avariation point that is able to customize its component instances by forwarding the
congtraint information via a ontradually spedfied meta-interfacethat the component
instances export. Which selection strategy is best, is however often not determinable
until the time of instantiating a spedfic ORB implementation from the ORB
component framework. Hence, component types must offer hooks that allow different
variation point implementationsto be plugged in.

4 Applying the Approach to a Time-Critical Application

In this £dion we show how our approach can be used to customize an ORB for a
distributed roba controller applicaion. The robot controller is part of the
SmartController projed that addresss the development of a generic robat controller
for arbitrary robaic manipulators [1]. The roba controller is built as a mmponent
framework, based on an extension of the JavaBeans model [9].

Basicdly, there ae two primary functional aspeds that a non-trivial roba
controller should take cae of. First, there is the task of generating collision free
motion for the robat within the work cdl. The roba should not colli de with itself or
with the work piece Seaondly, there is the planning of the work that the roba has to
perform on the work piece This work is described by a process description that
spedfies the speed by which the roba should move over the surfaceof the work piece
to perform the work corredly. Deviation from the spedfied speed will have an impact
on the quality of the performed work. For instance in spray painting, deviation in the
spead by which the spray gunis moved over the surfaceof the work piecewill either
result in athinner or ticker layer of paint.



4.1 Defining a Template for Temporal Behavior

Objed interadions within a red-time system can be daraderized along the
dimensions of timeliness, tempora behavior, and invocaion precalence. Timeliness
expresses whether an objed interadion is time wnstrained. Temporal behavior
spedfies how often an objed interadion occurs. Finaly, invocdion precelence
spedfies whether the next invocaion of a method by the same cdler is more
important than the present one. Invocation precalenceis useful when old information
bemmes obsolete & on as new information is avail able. One example is proximity
sensors. In robatics, proximity sensors provide information about the distance to
neaby obstades. The aduality of thisinformation is crucial for colli sion avoidance

In the context of this paper, timelinessof objed interadionsis classfied by the two
values:

REALTIME Resporse must be timely; that is, within a spedfied dealline. A late
resporse will have undesirable amnsequencesin the applicaion damain.
NEUTRAL No timing constraint isimpased onthe objed interadion.

Timeliness says nothing about the magnitude of a timing constraint; it can be
microseaonds or weeks. The temporal behavior of objed interadionsis classified as:

PERIODIC Objed interadions that take place & regular time intervals and that
exeadte for afixed amount of time. Each interadion hes to finish before the end o
its period.

SPORADIC Objed interadions triggered by external events or internal state
changes.

The precedence of subsequent invocations of the same method is classified as:

NEXT The next invocaion hes precalence over the present. The present
invocation can be skipped if it has naot begun exeaution before the next one arives.
CURRENT The arrent invocdion has to be finished before the next one is
allowed to exeaute.

Based on these dassifications we can define atemplate for spedfying application
spedfic padlicies for temporal behavior. Fig. 4 shows the template definiti on.

t enpl at e Tenpor al Behavi or {
paraneter tinmeliness enum NEUTRAL, REALTI ME;
paranet er tenporal enum SPORADI C, PERI ODI C;
par anet er precedence enum CURRENT, NEXT;
REALTI ME attri butes DEADLI NE Long;
PERI ODI C attri butes PERI OD Long;

Fig. 4. Template for spedfying temporal behavior



4.2 Defining an Application Specific Policy for Temporal Behavior

To illustrate how applicaion spedfic padicies are instantiated from the temporal
behavior template we gply it to two methods of the JointController component from
our roba controller framework. The result is shown Fig. 5. The JointController
component is responsible for applying the forces that describe the roba motion to the
robd's joint aguators.

Tenpor al Behavi or Joi nt Controll er.
addSensor Dat aSubscri ber ( Sensor Dat aSubscri ber) {
tineliness NEUTRAL;

t enporal SPCORADI C,
precedence CURRENT;

}

Tenpor al Behavi or Joi nt Control | er. onForceReady(Force) {
tineliness REALTI ME attri bute DEADLI NE 100;
tenporal PERIODIC attribute PERI OD 100;
precedence NEXT;
rel ati on DEADLI NE | arger than;
relation PERIOD | arger than;

Fig. 5. Temporal policy applied to an applicaion class

The first part of the policy spedfies that the method addSensor Dat aSubscri ber
isonly invoked sporadicdly and that there is no timing constraint on the execution of
the method. The second part spedfies that the method onFor ceReady is invoked
periodicdly and that the execution of ead invocation is constrained in time. The
precalence parameter tells that new force values are preferable over old ones. The
equality relation for the dealline and the period attribute spedfies that it must always
be larger than the corresponding attribute provided by a cmponent descriptor.

4.3 Defining Component Descriptor for Temporal Behavior

The ORB components that diredly influence the temporal behavior of a distributed
application are the cmponents resporsible for executing and transmitting remote
method invocaions. In our case these mmponents are the TaskSchedulerBean and the
TransportBean. Before we show the descriptors for these components, we describe
eath component in more detail to give the basis for understanding the meaning of
these descriptors.

4.3.1 TaskScheduler Bean

Predictions about the system’s temporal behavior can only be made if the exeaution of
al computations within the system is coordinated. Coordination ensures that all
computations advance, as they are required to. Introducing the cncept of a task
enablesthis. A task represents the basic unit of computation. Examples of tasks within



the ORB include listening for and recaving messages from the network, dispatching
invocations to servant objeds, etc. Hence, all execution within the ORB and its
application is represented as tasks that are scheduled by the TaskSchedulerBean. The
application programmer is not allowed to creae threads within the gplicaion, since
they will interfere with the scheduling done by the TaskSchedulerBean. Component
instances of the TaskSchedulerBean can provide different scheduling glarantees. One
component instance @n be used for tasks that only require best-effort scheduling and
exeaution; whereas, another component instance can be used for tasks that require
red-time scheduling. Here red-time scheduling refers to either Early-deadline-first or
Rate-monotonic scheduling [10].

The rationale for encapsulating the threading feaure in the TaskSchedulerBean is
the fact that if atime-criticd application is built on top d an ORB that does not apply
any dstrategy for coordinating the execution of threads, it can result in missd
deallines for important operations. In the task-based approach this stuation is
avoided by using a cmponent instance which implements a red-time scheduling
algorithm for exeauting time @nstrained tasks and a component instance that
implements a non red-time scheduling algorithm for exeauting tasks that only require
best-effort service The exeaution of tasks <heduled by the red-time scheduling
algorithm will be done in athread given a red-time priority whereas execution of non
red-time tasks will be done in a thread with normal priority. Component descriptors
for two component instances of the TaskSchedulerBean that implements these
different scheduling strategies are shown in Fig. 6. In our current prototype, the
RedtimeTaskSchedulerBean uses athread running at the highest priority.

Tenpor al Behavi or Fi f oTaskSchedul er Bean {
timeliness NEUTRAL;
t enpor al SPCORADI C,
precedence CURRENT;

}

Tenpor al Behavi or Real ti neTaskSchedul er Bean {
timeliness REALTIME attri bute DEADLI NE 10;
tenmporal PERIODIC attribute PERI OD 10;
precedence NEXT;
rel ati on DEADLI NE | ess t han;
relati on PERI CD | ess than;

Fig. 6. Component descriptor for TaskScheduler component instances

4.3.2 TransportBean

The TransportBean is responsible for transferring objed invocaions to a different
address pace The most interesting case is when the source and destination address
spaces are located on different hosts. In that case, the objed invocaions are sent over
the network, which is an important factor affeding the overall QoS guarantees an
ORB is able to make. The TransportBean is implemented as a spedalized
instantiation of our DIPS protocol stack framework [11]. The framework can



instantiate dynamic protocol stacks which can cope with variability in much the same
way as the global ORB architedure. The TransportBean is in itself a cwmponent
framework with its own variation points. This nested structure has the alvantage that
eath variation point inside this Bean can be individually described, while the
TransportBean still fits in the global ORB architedure & one component which
suppats the global QoS concerns. The designers of the TransportBean have to
determine which non-functional concerns they will suppart. For ead non-functional
asped they suppart, they have to provide a @mponent descriptor. In the cae of our
example, they will suppat the TemporalBehaviour template. The example of the
TransportBean is interesting in that it shows what happens when an ORB component
is itself built from components. In this case, the TransportBean consists of two
component types, namely the RoutingBean and the ReliabilityBean. The rest of the
TransportBean structure and functionality is not relevant for the discusson in this
paper. We like to stress though, that as the TransportBean is built with a flexible
protocol stack framework, new versions can be built which expose alditional internal
component types, should the need arise.

We now describe the function of ead of the two nested component types in more
detail.

RoutingBean The RoutingBean is respornsible for seleding the underlying network
techndogy. A seledion is made based onthe gplication requirements and on the
cgpabilities of the underlying communicdion tedinoogy. This resource-aware
routingisavariation point in the TransportBean, therefore the TransportBean exposes
the RoutingBean type. Depending on the type of remote method invocation that has to
be sent over the network, a spedfic RoutingBean instance will be dosen. For
example, a red-time invocaion with a short deadline will be sent over a
communicaion channel which can guarantee timely delivery, such as IEEE 1394
Firewire. Neutral invocations are sent over ancther channel if possble, for example, a
cheg Ethernet connedion, to avoid unnecessary usage of predous resources. The
cases discussd in this example ae handled by the FirewireRoutingBean and the
EthernetRoutingBean comporent instances, respedively.

ReliabilityBean Many remote method invocations require reliable transmisson. The
TransportBean therefore includes a Reli abilit yBean for managing acknowledgements
and retransmissons. The retransmisgon strategy is an important ingredient of this
comporent which has a strongimpad on the aility of the TransportBean to provide
QoS. Therefore, the TransportBean includes a variation point for the retransmisson
strategy by exposing the ReliabilityBean comporent type. As a result, a spedfic
ReliabilityBean instance is chosen depending on the properties of the objed
invocaion at hand. For example, for a periodic remote method invocaion for which
the precadence parameter has the value “NEXT”, the strategy takes into acmunt the
period d the invocdion and it does not perform retransmissons when the next
invocaion is imminent. For sporadic invocaions, a retransmisson strategy such as
the one included in TCP is more suitable. These caes are handled by the
PrefernextReliabilityBean and the NormalReliabilityBean comporent instances,
respedively.



In order to support the aittomatic component instance seledion, the TransportBean
component developer has to provide a @mponent descriptor for every instance of
bath the RoutingBean and the ReliabilityBean. See Fig. 7 for the descriptors of the
component instances from our example. The FirewireRoutingBean can cope with
remote method invocaions with red-time mnstraints, whether they are sporadic or
periodic. The EthernetRoutingBean can only handle neutral sporadic invocaions.
The Reliabili tyBean instances can each handle adifferent kind of precalence

Tenpor al Behavi or Firew reRouti ngBean {
timeliness REALTIME attribute DEADLI NE undefi ned;
tenporal SPORADI C, PERI ODI C attri bute PERI OD undefi ned;
rel ati on DEADLI NE | ess than;
relation PERIOD | ess than;

}

Tenpor al Behavi or Et her net Routi ngBean {
timeliness NEUTRAL;
t enporal SPORADI C,
precedence CURRENT;

}

Tenpor al Behavi or PrefernextReliabilityBean {
precedence NEXT;

}

Tenpor al Behavi or Normal Rel i abilityBean {
precedence CURRENT;

}
Fig. 7. Component descriptors for the RoutingBean and the Reli abilityBean

In addition, the TransportBean itself needs a descriptor that describes its cgpabiliti es
to the rest of the ORB. This descriptor is smply the combination of the caabiliti es of
al interna component instances that make up the TransportBean. The result is given
inFig. 8.

Tenpor al Behavi or Transport Bean {
timeliness NEUTRAL, REALTI ME attri bute DEADLI NE undefi ned;
tenmporal SPORADIC, PERIODIC attribute PERI OD undefi ned;
precedence CURRENT, NEXT;
rel ati on DEADLI NE | ess than;
relati on PERI CD | ess than;

Fig. 8. Component descriptor for TransportBean component implementation

This descriptor basicdly means that our TransportBean instance can cope with all
kinds of remote method invocaions. Its internal variation points and nested
components will take cae of it. Note that the values for the deadline and period



attributes are left out for the TransportBean. This means that the values are
dynamicdly determined at run-time by the cmponent instances.

4.4 Mapping Temporal Behavior to Component Instances

To exemplify how remnfiguration of the ORB works, we will discuss the invocaion
of two methods with different temporal behavior. Both methods belong to the
JointControll er component from our SmartControll er framework.

When the method addSensor Dat aSubscri ber isinvoked on the JointControll er
stub, the invocation is reified and the gplication spedfic palicies assciated with the
method are retrieved. In the present case only one goplication spedfic padlicy has been
asociated with the method, namely an instance of the TemporalBehavior template. Its
policy objed is now propagated along with the invocaion down through the ORB.
When the invocation arrives at the TransportBean at the dient side, the RoutingBean
and the Reli abili tyBean within the TransportBean dedde to transmit the invocation to
the destination address @ace using the cmmponent instances EthernetRoutingBean
and NormalReliabilityBean, respedively. The TransportBean makes this dedsion
based on the value of the timeliness parameter, which is “NEUTRAL”. At the server
side, the TaskSchedulerBean assigns the Task resporsible for exeauting the
invocation is the amponent instance FifoTaskSchedulerBean. This assignment is
based on the same reasoning.

Invocaion of the method onFor ceReady leals to dfferent choices within the
TransportBean and the TaskSchedulerBean, due to the different values of the palicy
properties. Now the TransportBean chooses to use the mponent instances
FirewireRoutingBean and PrefernextReliabilityBean for transmitting the invocation.
This choice is made because the value of the timelinessparameter is “REALTIME”.
Similarly, the TaskSchedulerBean, at the server side, chooses to use the
RedtimeTaskSchedulerBean component instance In general terms the temporal
nature of the method onFor ceReady can be dharaderized as isochronous. This is
spedfied by setting the timeliness parameter to “REALTIME”, the tempora
parameter to “PERIODIC”, and the precalence parameter to “NEXT”. The
retransmission algorithm within the PrefernextReliabilityBean can utilize this
information to optimize its performance for transferring the force information. Here
optimization consists in skipping retransmisgon of the current invocaion in case of
transmission failures if the next invocaion has become avail able in the meanwhil e.

This example illustrates that the temporal behavior of a method depends on its
function within the gplicaion. Accordingly the ORB can not just handle dl method
invocations equally. Run-time reconfiguration of the ORB is necessry to med the
regquirements of diff erent methods.

5 Related Work

Related projeds investigate ways of adding suppart for non-functional requirements
to distributed dbjed systems, although many of them are mncentrating on spedfic



application domains, such as ReTINA [12] (telecommunications), or restrict
themselves to non-functional requirements only concerning bandwidth and
throughput, such as TAO [5]. The ReTINA projed has developed a distributed
processng environment for telecommunication applications that complies with the
Teleoommunicaions Information Networking Architecture (TINA) standard.
ReTINA provides red-time audio and video, and network QoS guarantees. TAO isa
red-time CORBA compliant ORB that provides end-to-end QoS by verticdly
integrating the ORB middeware with communicaion protocols and network
subsystems. TAO is the first red-time ORB supparting end-to-end QoS over COTS
platforms and ATM networks. Our reseach goals are much broader than the goals of
those projeds, since we believe the dynamic recnfiguration offered by our
framework is applicable to awide range of non-functional requirements.

Other related work, are projeds where refledion and component-based techniques
are used to adciieve open Objed Request Brokers. Reseachers at APM have
developed an experimental middeware platform cdled FlexiNet [13]. This platform
alows the programmer to tailor the underlying communications infrastructure by
inserting/removing meta-level components. Reseachers at Illinois have developed
dynamicTAO [14], a CORBA compliant refledive ORB that supparts run-time
reconfiguration. DynamicTAO maintains an explicit representation of its own internal
structure and uwses it to cary out dynamic rewnfiguration. Reoonfiguration is
implemented by a so cdled TAOCorfigurator that contains hooks to which
implementations of dynamicTAO strategies are atached. In our opinion, palicies can
here be used to drive the onfiguration process implemented within the
TAOCorfigurator. At Lancaster University researchers conduct reseach about a
generic refledive achitedure for constructing open middeware platforms [6]. They
define three distinct meta-objed protocols that reify spedfic aspeds of the
middleware achitedure: encapsulation, composition and environment. In their
approach they build an ORB at the base-level, that can customize itself through the
deployment of these threeM OPs. However, a general problem of applying meta-level
programming for applicaion-spedfic customization, is that it's too complex for the
average @plicaion programmer to comprehend [7]. We address this problem by
introducing applicaion-spedfic pdlicies together with a reconfigurable ORB
architedure. However, we think that our work is also complementary to this related
work, sincepalicies can be gplied there & well.

Reseachers at HPL abs have developed a general-purpase language for QoS, cdled
QML [15]. QML has three main abstradion mechanisms for QoS spedficaion:
contrad type, contrad and profile. Although these astradions are more generic than
ours, the first abstradion is smilar to a template ad the last two abstradions are
captured by a palicy. They show how QML can be used to build a QoS-based trader
that matches client requirements with QoS properties of services [16]. In this case,
they don't use QML for customizaion of the underlying distributed platform.



6 Conclusion

In this paper we presented an architedural framework that can be used to implement
domain spedfic ORBs that can be dynamicdly configured to suppart different quality
of service levels for non-functional requirements. An important charaderistic of the
ORB architedure is that it allows each remote method invocation to be treaed
differently. This is particularly important in time-criticd applicaions where some
remote method invocaions have timing constraints and athers don't. For other
applications, such as e-commercethe situation is smilar. Here seaurity is an issue for
some remote method invocaions and for others it is not. This variation between
methods is easily expressed by defining palicies that describe how non-functional
reguirements impad the invocations of eat method. Our experiences with applying
policies for constructing open communication systems [17][11], and customizable
metalevel programs for non-functional requirements [7] have given us confidencein
the feasibili ty of our architecure.

To validate our ORB architedure we developed a prototype that integrates the
protocol stack with the ORB. We chose not to differentiate between the ORB and the
protocol stad like mnventional ORB implementations, where the protocol stac is a
bladk-box because of the red-time requirements of our roba controller application.
Only by integrating the protocol stadk with the rest of the ORB can we be sure that
the red-time requirements of the roba controller application are dfedively enforced
at all levels.

The gproach we have presented provides a smple but powerful tool for
customizing ORBs to suppart non-functional requirements. The gproach divides the
responsibility for the different parts of the austomization processto the people who
have the necessary knowledge to perform it. In future work we will investigate how
XML can be used for expressing palicies and component descriptors. Using XML
will make our architecture more accssible since XML is becoming the universal
language for spedfying meta-data.
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