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This document describes the concept of internet tracking in layman’s terms. It is
aimed at high school teachers who wish to familiarize themselves and their students
with this topic.

Suppose you just got together with your new boy- or girlfriend, and you want to share the happy
news with your friends. There are many ways to make this information available to them: You
can call your friends one by one and tell them. This takes a lot of time, and you will have to
repeat the same story over and over. Or you can put up a sign on your front door, so everyone
who walks by will know. This saves you a lot of time, but your news will also be visible to
people who don’t even know you, plus it seems rather impersonal. A very convenient way is
to post it on a social network like Facebook, where it will reach all of your friends at once,
immediately. As a result, many people prefer this way of communication.

Unfortunately, this solution also inherits the disadvantages of the sign. There is a chance that
your post also reaches other, unwanted recipients. Since Facebook is all about sharing, by default
everyone can see what you put online. So if you are not careful, you will end up telling strangers
intimate details of your love life, if not worse things.

In principle, and given enough expertise, you can control what becomes known about you. But
there are situations in which this is not the case, and where things about yourself can be collected
by others regardless of whether you wish it. The methods of this data acquisition are best
understood in the offline world.

For instance, let’s say you go to a shop to buy a new mobile phone. You haven’t decided on a
specific model, and so you glance over the different options. The shop assistant, eager to sell you
the product that is best for you, will observe your behavior and your reactions: If you look at the
new iPhone for longer than the rest, it probably means that you are interested in it. If you see
a high price tag and immediately shy away, it indicates that you cannot or don’t want to afford
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it. Little by little, your behavior discloses information about your thoughts to the shop assistant,
and this information helps him find the right phone for you.

Now, most people would agree that this is how things should happen: Besides what you say, an
attentive salesman should also react to signals you send out in a less explicit manner, in order to
better meet your needs. Let us now change the scenario: Instead of working for the phone shop,
the salesman gets a premium on everything he gets you to buy. Now of course he will not stay
in his shop anymore! Instead, he will follow you everywhere like a shadow, keeping track of
literally everything you look at, writing down your every move and putting your whole life into
his log book. On top of that, once he has the faintest idea of what you may like, he pesters you
with these products. So wherever you go and whatever you do, not only is it written down by
that salesman, but you also are subjected to a nonstop stream of advertisements.

This second story may sound very unrealistic, because nobody would tolerate such an annoying
tail. However, on the internet, this is precisely what happens. Like in our little tale, it is adver-
tisers who wish to know what their potential customers are interested in, and in order to find out,
they do monitor the behavior of users. The tools they use to do so are called trackers, and to
picture them as little men following you from webpage to webpage is not too far off. Advertising
companies deploy trackers over different parts of the internet, and if you happen to browse these
parts, you will be traced.

In fact, the technological infrastructure of the internet makes seamless tracing at least theoreti-
cally possible. Everything you do online will have to pass through your internet service provider
(ISP), hence they can in principle store your every move. Advertisers would certainly like to
have access to this kind of data, but no subscriber would tolerate an ISP selling them. Hence,
private companies need to run their own tracking systems.
This happens in a lot of detail: Trackers are able to tell not only for how long you were browsing
Amazon, but also which items you were looking at, and which ones you put into your shopping
cart. By observing your interests, the companies create a profile of you, containing very detailed
and also very personal information. So even if you end up buying none of these items, the com-
panies will know that you’d really like to have them. Based on other data, they may even know
whether you can in fact afford them.

Going back to our story, that one man must have a lot of stamina to follow you nonstop and
everywhere. Surely there is no one tracker that covers the entire web! And indeed, no single
company can afford to put a tracker on every webpage in existence. However, they may of course
trade information with other companies. This is why the stream of advertisement never stops:
Once they sniffed out your interests, tracking companies sell this information to their partners.
As a result, they all try to lure you into buying what they now know you are interested in.

Different trackers do different things with the data they gather. This is described by their privacy
policy, which lists the kinds of data gathered by the tracker, and how they are used. Likewise,
websites have their terms of service, which define the same. However, there are hardly any
legal restrictions on how the commercially aggregated data may be used. And while a good
sales assistant tries to find the right product for you, tracking only serves the purpose of making
money for companies — with your data, and by getting you to buy just about anything, the more
the better.
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Google and Facebook are arguably the biggest companies whose core business is marketing.
Contrary to popular belief, people using these services are not their customers. Instead, by using
the services, users gradually disclose more about themselves to those providers. These valuable
data are then sold to other companies. In other words, the personal information of their users
are a social network provider’s product, and advertising companies are the customers. Hence a
social network provider will always do their best to collect more data from their users.

A good example is Google, which in March 2012 combined all of their services. The only change
noticeable to users however was in the terms of service, which from now on gave Google the
possibility to combine users’ web searches, emails, Google+ profiles and so on, in order to get
a better picture of its users. It is fair to say that Google now has very complete data for many
users.

It is impossible to know just how much data a company has about you. Due to huge public pres-
sure, Google Account Activity and Facebook Data Download have been implemented; however
you only get to see a fraction of the data you actively uploaded to those social networks. In
particular, the tracking data are not made available to the user. Likewise, things the user deleted
from his profile will usually not be shown; however it has been proven that the data are still
present in databases of the social network provider.

If this sounds unpleasant to you, you are not alone. So what can you do in order to understand
what is going on and to avoid disclosing your data to others without wanting to? The following
is a non-exhaustive list of tools that help to maintain your privacy.

• Privacy Check [Rabidgremlin, 2012] checks almost every data item of your Facebook
account and tells you whether they are exposed to people other than your friends. These
items include your profile information, but also your friend list, wall posts and more.
Privacy Check also gives you a score to indicate the level of information exposure to other
users. This does not include Facebook itself; they will always have access to your data.

• Collusion [Mozilla Foundation, 2012] is a plugin for the browser Firefox. It displays your
path through the internet, and how much of it is monitored by individual trackers. So you
can get an idea of how much the trackers know about you even after a tiny amount of web
browsing.

• The company Privacychoice offers a multitude of tools which are generally designed to
alert the user if her data are at risk of being gathered by companies.

– The small tool PrivacyFix [Privacychoice, 2012a] offers a one-click method for de-
tecting problematic settings for websites such as Google and Facebook. These set-
tings (among other things) concern what the platform provider can do with your
data.

– PrivacyScore [Privacychoice, 2012b] is a browser plugin which estimates the risk
that personal data are shared by a visited website, based on their terms of service. It
adds an icon to the browser’s toolbar which at all times displays the privacy score as
computed by Privacychoice. When clicked, it shows more details, for instance which
aspects of the site’s privacy policy are how dangerous to the user. The importance of
individual aspects can be adjusted by the user.
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Finally, the plugin reveals the trackers on the site. For each tracker, there is more
information available, again with scores indicating how dangerous this tracker is.

– The very same functionality as PrivacyScore, but for Facebook applications, is of-
fered by PrivacyScore Apps [Privacychoice, 2012c]. Such apps operate outside of
the legal conditions of Facebook: Once the user starts to use an app, it is no longer
Facebook’s own terms of service that apply, but the app’s. Legally, this constitutes
a separate internet within Facebook. This also means that apps can have third-party
trackers, so data collection is not limited to the app developer and Facebook. Thus,
when you use a Facebook App, your data may be subjected to treatment that you
didn’t expect when you logged in to Facebook.

– Be aware that PrivacyScore does not actually block the trackers. For this functional-
ity, the additional Trackerblock plugin [Privacychoice, 2012d] from the same devel-
opers is required (Firefox and Internet Explorer only). Trackerblock does not impair
the functionality of any other tools listed here.

• If one only wishes easy protection from trackers, Ghostery [Evidon, 2012] is a fire-and-
forget browser plugin. It is highly customizable (one can select which trackers should
be blocked) and exists for all relevant browsers; there even is a standalone browser for
Apple’s iOS platform. Ghostery also tells the user what it is doing: The plugin comes
with an icon that unobtrusively displays the number of trackers blocked. When clicked, it
opens an overlay window that lists all trackers found on the webpage. For every tracker,
there is a Ghostery-hosted webpage providing additional information, covering a summary
of their privacy policy and industry affiliations.

Note that after installation, no trackers are blocked by default. This option has to be set
manually.

As with most software, the details of these tools are bound to change, but the basic functionality
should be guaranteed for the foreseeable future. A word of caution is in order when it comes
to built-in functionality of browsers, which seems to cover much of the described anti-tracking
methods. For example, Firefox has an option called ”Do not track”, but what it actually does
is to send a legally non-binding message to the website, which may or may not result in the
desired effect. Likewise, the option to block third-party cookies offered by many browsers can
be circumvented. Most notably, Facebook has advised their developers to work around the user
protection mechanisms of Internet Explorer in their developers manual (the API documentation).

Finally, even if conventional tracking methods are blocked, browsers often share rather unique
properties, which make identification at least theoretically possible. This cannot be avoided, but
the properties change so quickly that this type of tracking is practically not feasible [Eckersley, 2009].

Tasks for Students The following gives suggestions of how the tools presented above may
be introduced to students in an interactive way.

• Privacy Check: Search social networks for potentially controversial information, and ask
the respective students if they intended to make it public. Then let kids see their ”privacy
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score” of their own Facebook page, compare it to others’, try to understand it, etc.

• General: Ask students if they’ve noticed anything similar to the ”sell-everything sales-
man” example from the above text. On a clean browser (no cookies etc.), go to a bit site
like amazon.com or bol.com. Add a few items to the basket, e.g., watches. Then browse
to other webpages (use Collusion to make sure they share a tracker with the page you
just visited). What kind of ads are you shown? Then use a proxy. This should hide your
identity. Does anything change? Now reset the browser (erase all cookies) and exit the
proxy. What is happening now?
(You should notice that you will be presented with watches pretty much all the time, un-
less using the proxy. Proxies not only pretend that you are in a different location, they also
sandbox your cookies. Unlike commonly understood, they do not anonymize you com-
pletely: If you repeat the above task from within the proxy, the same effects will appear.
There are different kinds of anonymity on the internet, and trackers do not care about your
location but about your interests. If you reset your browser, the tracking cookies are gone,
and you will be back to very unspecific ads.)

• Collusion: Have the students name their top five webpages (including search engines).
Then browse to all of them, visualizing the path in Collusion. How many trackers do you
see on average, per webpage? How many trackers would you need to combine to have
perfect information about your entire browse? Are there (profit-oriented) sites that have
few trackers? Why could that be?
(Often enough there is a tracker specialized in the specific language of a country, covering
diverse pages rather than all news websites. A notable exception are search engines. The
data they get are so valuable they will not allow any other trackers on their pages but
their own. This is also why many big internet companies, such as Google, have their own
tracking system.)

• PrivacyScore: Find a few popular pages that score between 50 and 70. Then find similar
pages that score higher. Would students consider switching to these sites? Let students
discuss the way the score is computed, and ask them which aspects they think are impor-
tant and why. Which motivation might be behind the different terms of service?
(There are different business models for webpages. They can make money by selling
things like bol.com, they can live by selling user data like Facebook, or they live off do-
nations like Wikipedia.)

• PrivacyScore Apps: As with PrivacyScore, but most apps will sell user data as well as
virtual items, in-game money and the like.
(Just like Facebook was hopelessly overrated when they gave out stocks, it is still very
hard to have a flourishing business model without selling anything physical.)

• Ghostery: Let the students install the Ghostery plugin and discuss tracking by Facebook
- and how blocking trackers relates to the privacy score. More generally, discuss how
Ghostery keeps the information about their actions on Facebook secret from trackers.
What about Facebook’s own tracker?
(A website will always be able to log what you did on it. Trackers are only relevant where
the party requesting information cannot directly access the website of interest. For the
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same reason, the privacy settings of Facebook do not at all protect against Facebook’s
data collection about their users.)
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